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Abstract

Digital literacy among undergraduate student is very important, because in the current digital era, the younger generation 
is expected to be able to master digital literacy for various benefits for learning and their future. The objective of this paper 

PRISMA flowchart, which offers a methodological framework and reporting procedure for the current review. There were 20 
articles which reviewed in this paper. These findings show that seven main factors have emerged to answer the objective of 
this study, namely digital knowledge, communication skill, collaboration skill, ICT infrastructure, social environment, social 
media, and learning activity. This paper is expected to foster the interest of other researchers and reveal other factors that can 
influence factors for enhancing digital literacy among undergraduate students, because many other factors can also be raised 
in research on digital literacy in the world of education.
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In t r o d u c t I o n

Digital literacy is something that widely discussed in the 
digital era, especially in the world of education. Digital literacy 
is indispensable for students, because digital literacy can 
help students in acquiring and developing digital cognitive 
and technical skills, which can be used as provisions after 
graduating from university (Techataweewan & Prasertsin, 
2018; Tiernan & Farren, 2017). Digital literacy is becoming 
digital populations, where each person is responsible for how 
they use technology to interact with the environment around 
them. Digital literacy means acquiring the knowledge required 
to study, work, and live in a world where communication and 
information access are being facilitated by digital tools and 
technology such as social media, mobile devices, and internet 
platforms (Hosman & Pérez Comisso, 2020). By knowing the 
importance of digital literacy for students, they can actively 
and contribute to the country's economy (Vodă et al., 2022).

The extant literature on digital literacy, skills and 
competencies is rich in definitions and classifications, but 
there is still no consensus on the larger themes and subsumed 
themes categories (Tinmaz et al., 2022). For instance, the 
current assessments of Internet skills are incomplete and 
oversimplified, conceptually ambiguous (van Deursen et al., 
2015), and internet skills are only a part of digital skills. This 
study article attempts to present a broad framework of digital 
domains and topics that can best define digital capabilities 
in the novel context of Industry 4.0 and the faster pandemic-
triggered digitalization, despite the fact that there is already 
a tonne of research in this area. The issues and areas can be 
the foundation for creating a modern framework for digital 
literacy.

Digital literacy can be interpreted variously, ranging 
from understanding the convenience of computers, 
to understanding how to identify reliable sources of 

information on the internet or the abi l ity to move 
comfortably through social media or designing something 
digital-based for others. Digital literacy goes beyond the 
traditional ideas of device ownership and internet access 
associated with the digital divide and enters the field of 
understanding one has (Ertl et al., 2020; Venkatesh &  
Davis, 2000; Yin & Davis, 2007). Digital literacy needs to 
combine more than just the ability to understand content 
and information, but also the ability to analyze, modify, and 
create new trusted content or information. Digital literacy 
evolved into a way of more than just operating a computer, 
or understanding where to find information, but also how 
to critically evaluate information (Lanham, 1995; Öncül, 
2020). This involves the awareness of the resources available 
to solve the necessary tasks that correspond to the goals of 
the user. Thus, digital literacy becomes a very complex set of 
skills in the form of knowledge, skills, and practices that use 
digital-related things (Fázik & Steinerová, 2021; Mahmood 
et al., 2021). Now is a challenge for undergraduate students, 
as they are no longer just looking for new knowledge but also 
have to follow the technology by their self (Clarke, 2018; den 
Berg, 2020; Rafi et al., 2019).
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Therefore, the research question for the current study is 
the success factor, such as digital knowledge, communication, 
collaboration, ICT infrastructure, social environment, social 
media, and learning activity for enhancing digital literacy 
among undergraduate students? To answer this problem, 
then, in the context of this study, we focused specifically on 
the undergraduate student digital literacy.  This is important 
because in today’s digital era, the younger generation, 
especially undergraduate students, is expected to master 
digital literacy which can be useful for them in learning and 
the world of work later.

From the existing statement, factors for enhancing digital 
literacy among undergraduate students needed because 
students should know. Therefore, this study aims to analyze 
and identify factors for enhancing digital literacy among 
undergraduate students, based on research that has been 
carried out by previous researchers.

Me t h o d

Procedure

This study is systematic literature review (SLR), which aims to 
recognize, review, and evaluate all relevant research so as to 
answer the questions of a research set (Cooper, 2017; Higgins 
et al., 2019). This study analyzed a group of studies focused 
on similar topics or phenomena to produce generalizable 
results (Walsh & Downe, 2005). In this case, this study was 
analysed about a topic or phenomena, called factors for 
enhancing digital literacy among undergraduate students. 
We used PRISMA flowchart to provide methodological 
frameworks and reporting procedures for current reviews 
to conduct searches, study selection, data extraction, and 
analysis. Figure of the step used PRIMA flowchart, will be 
explained in figure 1.

Identifying Relevant Studies

The search for articles in this study systematically uses 
databases in the Scopus and World of Science (WoS) indexes 
in 2002 to 2022. The data collected uses 20 years because 

undergraduate students are currently the same generation in 
the ‘90s and 2000s.  The database collected was selected based 
on a research focus that discusses factors enhancing digital 
literacy among undergraduate students.

Figure 1 outlines the search approach developed for this 
investigation utilising the PRISMA flowchart (PRISMA, 2020). 
Based on the search for articles with PRISMA, 3449 articles 
with the keyword digital literacy were obtained, with 1923 
articles Scopus and 1526 Web of Science (WoS) discussing 
digital literacy.  After being excluded with the criteria of 
open access, educational research, social sciences, articles, 
English, and the year (2002 – 2022), 560 articles were obtained. 
Then from the 560 articles, based on titles and abstracts that 
correspond to the digital literacy undergraduate student, 
78 appropriate articles were obtained, and 64 articles were 
obtained because 14 articles were the same articles in Scopus 
and WoS (Web of Science. Then after obtaining 64 articles, 
the researchers really looked at the articles that can indeed be 
reviewed about the factor for enhancing digital literacy among 
undergraduate students are only 20 articles, because 19 articles 
do not discuss constructs to improve digital literacy, and 25 
articles do not discuss digital literacy among undergraduate 
students.

Selecting, Mapping Data, and Reporting Results 

The author independently vetted the articles in two steps using 
the inclusion and exclusion criteria. Filtering the article titles 
and abstracts found by using the afore mentioned filters was 
the first step. The viability of articles found in the first step 
of screening that were deemed relevant after a preliminary 
evaluation were assessed by a second inspection in the form 
of a full-text review. Only articles that defined factors that 
can be success factors for enhancing digital literacy among 
undergraduate student were included.

The first and second authors independently carried out 
an assessment technique for the preliminary analysis using a 
common graph formula that contained data from the paper, 
such as the publishing year, the author(s), the country of 

Table 1:Search string for Scopus and WoS in Digital Literacy among Undergraduate Students

Databased Keyword

Scopus TITLE-ABS-KEY ( “digital literacy*”  OR  “ICT Literacy*”  OR  “digital literacy in education*” )  AND  (  LIMIT-TO ( OA,  
“all” ) )  AND  ( LIMIT-TO ( PUBYEAR ,  2022 )  OR  LIMIT-TO ( PUBYEAR ,  2021 )  OR  LIMIT-TO ( PUBYEAR,  
2020 )  OR  LIMIT-TO ( PUBYEAR ,  2019 )  OR  LIMIT-TO ( PUBYEAR ,  2018 )  OR  LIMIT-TO ( PUBYEAR,  2017)  
OR  LIMIT-TO ( PUBYEAR ,  2016 )  OR  LIMIT-TO ( PUBYEAR ,  2015 )  OR  LIMIT-TO ( PUBYEAR ,  2014)  OR  
LIMIT-TO ( PUBYEAR ,  2013 )  OR  LIMIT-TO ( PUBYEAR ,  2012 )  OR  LIMIT-TO ( PUBYEAR ,  2011)  OR  LIMIT-
TO ( PUBYEAR ,  2010 )  OR  LIMIT-TO ( PUBYEAR ,  2009 )  OR  LIMIT-TO ( PUBYEAR ,  2008 )  OR  LIMIT-TO 
( PUBYEAR ,  2007 )  OR  LIMIT-TO ( PUBYEAR ,  2006 )  OR  LIMIT-TO ( PUBYEAR ,  2005 )  OR  LIMIT-TO ( 
PUBYEAR ,  2003 )  OR  LIMIT-TO ( PUBYEAR ,  2002 ) )  AND  ( LIMIT-TO ( SUBJAREA ,  “SOCI” ) )  AND  ( 
LIMIT-TO ( LANGUAGE ,  “English” ) )  AND  ( LIMIT-TO ( DOCTYPE ,  “ar” ) )  AND  ( LIMIT-TO ( PUBSTAGE,  
“final” ) )  AND  ( LIMIT-TO ( EXACTKEYWORD ,  “Digital Literacy” ) )

WoS TITLE-ABS-KEY ( “digital literacy*”  OR  “ICT Literacy*”  OR  “digital literacy in education*” )  
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publication, and the discussion. The first and second authors 
then reviewed and evaluated the relevant full-text articles. 
In order to address the research goals, the accompanying 
article was systematically extracted in the ensuing analysis. 
The results of each article’s extraction were examined 
numerous times to look for patterns and determine whether 
there were any parallels or differences in the study’s focus on 
characteristics that could enhance undergraduate students’ 
digital literacy. As a result of the search and screening process, 
20 articles were selected (Table 2).

FI n d I n g s

The Scopus and WoS database searches conducted between 
2002 and 2022 using data search strategies through PRISMA 
flowcharts resulted in 3449 articles. This was done to get 
accurate information from articles that could be used to resolve 
problems raised by the study. As noted in the introduction, this 
problem is related to the success factors for enhancing digital 
literacy among undergraduate students. 560 articles were 
screened by looking at the title and abstract for qualification 
after articles that did not fulfil the requirements were excluded. 
Then, 78 relevant articles were found among the 560 total 
articles based on titles and abstracts that were relevant to 
undergraduate students studying digital literacy, and 64 
articles were found because 14 publications appeared in both 
Scopus and WoS. After collecting 64 articles, the researchers 
actually looked at the 20 articles that can be reviewed about the 
factor that enhances undergraduate students’ digital literacy. 
This is because 19 of the articles did not discuss the constructs 
to improve digital literacy, and 25 of the articles did not discuss 
undergraduate students’ digital literacy.

Fig. 1: PRISMA Flowchart Articles in Digital Literacy among 
Undergraduate Students

Table 2.: Result of Screening Process Articles in Digital Literacy among Undergraduate Students

Author(s) Studies

(Ismael Peña-López, 2010) Analyses policies that emphasise infrastructures (such as laptops) are not the solution because 
they typically neglect digital literacy, contributing to (or doing little to address) the digital skills 
gap at universities.

(Tatiana Shopova, 2014) Develops the opportunity for undergraduate students to succeed in society without falling 
behind the constantly changing demands of job and life depends on their level of digital literacy.

(Peter Tiernan and Margaret Farren, 2017) Analyses the ability to succeed in society without falling behind the constantly changing needs 
of business and life depends on undergraduate students’ degree of digital literacy.

(Wawta Techataweewan and Ujsara Prasertsin, 
2018)

Identify Thai society’s true definition, contributing factors, and indicators of digital literacy 
(undergraduate students).

(Caroline Ball, 2019) Develop a platform to help undergraduate students develop their public writing abilities as well 
as their digital literacy and teamwork abilities.

(Ibrar Bhatt and Alison MacKenzie, 2019) Explores an argument for a social practise approach to digital literacy was made in the knowledge-
producing work that undergraduate students produced while they composed course assignments. 
This method can assist explain how epistemologies of ignorance may be maintained.

(Rıdvan Ata and Kasım Yıldırım, 2019) Investigate a public university in Turkey, researchers sought to understand undergraduate students’ 
perceptions of digital literacy as well as the number and composition of first- and second-year 
preservice teachers’ digital literacy.

(Sedat Akayoğlu, H. Müge Satar, Kenan Dikilitaş, 
Nazlı Ceren Cirit, and Sibel Korkmazgi, 2020)

Investigated Turkish PTs’ (undergraduate students) conceptualisation of digital literacy. 
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Based on figure 2, the greatest number of articles (seven) 
were published in 2021, with four in 2022, two in both 2017 
and 2020, and only one article in both 2010 and 2014. In 
addition, studies were conducted in 14 countries with a focus 
on improving digital literacy among undergraduate students, 
such as Turkey (4 articles), Mexico, Ireland, and Indonesia, 
with two articles each. In addition to the four countries, 
Vietnam, Thailand, South Korea, South Africa, Israel, Ethiopia, 
the United Kingdom, Ecuador and Bulgary with one article 

Author(s) Studies

(Yehuda Peled, 2021) Analyses of education-related undergraduate students’ digital literacy and readiness.

(Burcu Umut Zan, Huriye Çolaklar, Ahmet Altay, 
and Nuri Taşkın, 2021)

Analyses undergraduate students’ current knowledge of and proficiency with digital literacy.

(Sonja C. Strydom, Helena Wessels, and Casey 
Anley, 2021)

Describes about course to increase undergraduate students’ digital literacy, based on the 
components they found valuable in the quick course.

(Behailu Atinafu, 2021) Analyses the degrees of ethical awareness and media appraisal among the five social media literacy 
skills among undergraduate students were rather low.

(Salim Nabhan, 2021) Describes about the notions of digital literacy held by pre-service teachers (undergraduate 
students) and pinpoint pre-service teachers’ competencies in relation to the key facets of digital 
literacy, including critical thinking, online safety skills, digital culture, collaboration and creativity, 
information seeking, communication, and functional skills.

(Javier Jorge-Vázquez, Sergio Luis Náñez Alonso, 
Washington Raúl Fierro Saltos, and Silvia Pacheco 
Mendoza, 2021)

Describes about undergraduate students’ level of digital literacy proficiency and determine their 
influencing factors.

(Lan Anh Thuy Nguyen and Anita Habók, 2022) Investigates undergraduate students’ levels of digital literacy at Vietnamese universities are 
used to gauge their attitudes about using digital technology as well as their perceived skills and 
knowledge in this area.

(Si lvia  Farias-Gaytan,  Ignacio Aguaded, 
Maria-Soledad, and Ramirez-Montoya, 2021)

Identify the subjects they examine, the scope of digital literacy transformation in higher education 
institutions, and the types of research they conduct.

(Rahmat Rizal, Dadi Rusdiana, Wawan Setiawan, 
and Parsaoran Siahaan, 2022)

Develops of a course-related online learning tool that helps undergraduate students who are 
pre-service teachers improve their digital literacy.

(Ana Iolanda Voda, Cristina Cautisanu, Camelia 
Gradinaru, Chris Tanasescu and Gustavo Herminio 
Salati Marcondes de Moraes, 2022)

Analyses the significant academic gap on digital literacy by setting it in a clear-cut context and 
looking at many viewpoints that entail this learning, like digital literacy predictors in various 
subgroups of undergraduate students.

(Tugba Kamali Arslantas and Abdulmenaf Gul, 
2022)

Explores Turkish university students’ levels of digital literacy (DL), as well as the variables that 
may have an impact on those levels.

( Ha s a n  T i n m a z ,  Yo o - Ta e k  L e e ,  M i n a 
Fanea-Ivanovici and Hasnan Baber, 2022)

Discover the primary topics and divisions found in the studies on digital literacy.

Fig. 2: Yearly Distribution of Related Articles in Digital Literacy 
among Undergraduate Students

each. This illustrates that in 2021, many authors are interested 
in researching about factors to improve digital literacy among 
undergraduate students, and there are several problems in this 
regard that need to be researched (see Figure 3).

The seven success factors that appeared in the articles, 
that met the criteria in the final review and are considered 
relevant to answer the objectives of this study consist of 
digital knowledge, communication skill, collaboration skill, 
ICT infrastructure, social environment, social media and 

Fig. 3: Countries Distribution of Research in Digital Literacy among 
Undergraduate Students

Pegem Journal of Education and Instruction, ISSN 2146-0655 252



Critical Success Factors for Enhancing Digital Literacy Among Undergraduate Students

learning activity. As can be seen in Table 3, the seven factors 
for enhancing digital literacy among undergraduate student, 
which is divided into seven factors. The seven factors are digital 
knowledge (19 studies), communication skill (16 studies), 
collaboration skill (11 studies), ICT infrastructure (personal 
in 19 studies and institution in 18 studies), social environment 
(12 studies), social media (3 studies), and learning activity (10 
studies). For some of the primary elements employed in this 
study to be included in each article, the identification and 
classification of 20 articles into seven main factors was carried 
out by recognizing the difficulties and research outcomes in 
solving the problems.

Factor 1: Digital Knowledge

There are a total of 19 articles that show that the digital 
knowledge of undergraduate student has enhancing digital 
literacy. Digital knowledge enhanced digital literacy among 
undergraduate student as the most important factor. This is 
because the digital knowledge is  basic concepts for enhancing 
digital literacy (Ball, 2019; Peled, 2021; Peña-López, 2010; 
Strydom et al., 2021; Techataweewan & Prasertsin, 2018; Umut 
Zan et al., 2021)but rarely do we see a vertical approach where 
the system is considered as a whole. In this paper we relate 
initiatives that aim to bridge the digital divide in the current 

Table 3: Findings of Factors for Enhancing Digital Literacy Among Undergraduate Students by Articles

Author(s) Factors
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(Ismael Peña-López, 2010) ● ● ● ● ● ●

(Tatiana Shopova, 2014) ● ● ● ●

(Peter Tiernan and Margaret Farren, 2017) ● ● ● ● ● ●

(Wawta Techataweewan and Ujsara Prasertsin, 2017) ● ● ●

(Caroline Ball, 2019) ● ● ● ● ●

(Ibrar Bhatt and Alison MacKenzie, 2019) ● ● ●

(Rıdvan Ata and Kasım Yıldırım, 2019) ● ● ● ● ●

(Sedat Akayoğlu, H. Müge Satar, Kenan Dikilitaş, Nazlı Ceren Cirit, and Sibel 
Korkmazgi, 2020)

● ● ● ● ● ● ●

(Yehuda Peled, 2021) ● ● ● ● ● ●

(Burcu Umut Zan, Huriye Çolaklar, Ahmet Altay, and Nuri Taşkın, 2021) ● ● ● ● ● ●

(Sonja C. Strydom, Helena Wessels, and Casey Anley, 2021) ● ● ● ● ● ●

(Behailu Atinafu, 2021) ● ● ● ● ●

(Salim Nabhan, 2021) ● ● ● ● ● ●

(Javier Jorge-Vázquez, Sergio Luis Náñez Alonso, Washington Raúl Fierro Saltos, 
and Silvia Pacheco Mendoza, 2021) ● ● ● ● ●

(Lan Anh Thuy Nguyen and Anita Habók, 2021) ● ● ● ● ● ●

(Silvia Farias-Gaytan, Ignacio Aguaded, Maria-Soledad, and Ramirez-Montoya, 
2021) ● ● ● ●

(Rahmat Rizal, Dadi Rusdiana, Wawan Setiawan, and Parsaoran Siahaan, 2022) ● ● ● ● ● ●

(Ana Iolanda Voda, Cristina Cautisanu, Camelia Gradinaru, Chris Tanasescu and 
Gustavo Herminio Salati Marcondes de Moraes, 2022) ● ● ● ● ● ●

(Tugba Kamali Arslantas and Abdulmenaf Gul, 2022) ● ● ● ● ● ● ● ●

(Hasan Tinmaz, Yoo-Taek Lee, Mina Fanea-Ivanovici and Hasnan Baber, 2022) ● ● ● ● ● ● ●

Total 19 17 11 19 18 12 4 10
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situation in higher education. We discuss why policies that 
focus on infrastructures (e.g. laptops. Digital knowledge can 
be a basis for undergraduate students to open their eyes in 
improving digital literacy. In improving digital literacy among 
undergraduate students, when digital knowledge is understood 
in depth, it will be very helpful in increasing digital literacy.

Based on 7 articles that have been found, digital knowledge 
is very necessary for students in improving digital literacy. By 
getting to know the digital world, it will be easier to understand 
and apply. Students also need digital knowledge in learning 
that uses digital (Bhatt & MacKenzie, 2019; Jorge-Vázquez 
et al., 2021; Nabhan, 2021; Rizal et al., 2022; Shopova, 2014; 
Tinmaz et al., 2022; Vodă et al., 2022). Previous research 
(six articles) found that digital knowledge is the basis that 
undergraduate students must have in increasing digital literacy 
in daily life and learning activities (Akayoğlu et al., 2020; 
Arslantas & Gul, 2022; Ata & Yıldırım, 2019; Atinafu, 2021; 
Nguyen & Habók, 2022).

Factor 2: Communication Skill

A total of 17 articles were identified as showing that 
communication skill factor also plays a role for enhancing 
digital literacy among undergraduate students. This rate of 
return relates to communication skill factor that enhance 
digital literacy among undergraduate students. The results 
of the identification study showed that communication 
skill are communication skill that must be possessed by 
undergraduate students in improving digital literacy, 
because with communication skill, undergraduate students 
can increase knowledge about the digital world when they 
are establishing good communication in the university 
environment and outside the university (Arslantas & Gul, 
2022; Nguyen & Habók, 2022; Shopova, 2014; Tarango & 
Machin-Mastromatteo, 2017; Tiernan & Farren, 2017; Umut 
Zan et al., 2021).

Another articles (7 articles) shows that when undergraduate 
students communicate using communication media, such as 
email or social media, as well as e-learning, the process can 
show communication  skill and activeness in interacting 
with others using their gadgets, thereby increasing digital 
literacy  (Nabhan, 2021; Peña-López, 2010; Rizal et al., 2022; 
Strydom et al., 2021; Tinmaz et al., 2022). In addition, when 
communication skill used in off line, online, and hybrid 
learning activities are also fundamental, because inevitably 
undergraduate students have to communicate through digital 
platforms, so as to improve digital literacy (Akayoğlu et al., 
2020; Ata & Yıldırım, 2019; Ball, 2019; Jorge-Vázquez et al., 
2021; Peled, 2021; Vodă et al., 2022).

Factor 3: Collaboration Skill

A total of eleven (11) articles were identified as showing that 
collaboration skill as a factor for enhancing digital literacy 

among undergraduate students. Collaboration skill is the 
ability to work together, synergize with each other, adapt 
in different roles and responsibilities, work productively 
with others, put empathy in its place, and respect different 
perspectives (Ball, 2019; Nabhan, 2021; Umut Zan et al., 2021). 
Collaboration skills will involve many people, being open is 
one of the right ways to improve this ability so that it will also 
increase digital literacy because undergraduate students can 
get the latest information from many people (Akayoğlu et al., 
2020; Nabhan, 2021; Tinmaz et al., 2022). The main thing for 
this ability is to instill in our minds that by collaborating, we 
will work with a variety of people and not all will match our 
expectations.

Collaboration skills as skill that include the ability to 
respect and work with different learners. Undergraduate 
students can work together using collaborative coursework  
and develop their digital literacy through  group learning 
(Arslantas & Gul, 2022; Peña-López, 2010; Tinmaz et al., 2022). 
Task-based collaboration skill are skill that can improve digital 
literacy of undergraduate students, because of the frequency 
of using collaboration skill in working on tasks, they will be 
able to improve digital literacy among undergraduate students 
(Akayoğlu et al., 2020; Jorge-Vázquez et al., 2021; Nguyen & 
Habók, 2022; Peled, 2021; Tiernan & Farren, 2017).

Factor 4: ICT Infrastructure

Personal ICT Infrastructure

A total of 19 articles were identified as showing that personal 
ICT infrastructure is one of success factor in enhancing digital 
literacy among undergraduate student by ICT infrastructure. 
ICT infrastructure from personal is infrastructure that is 
personally owned by undergraduate students. It can also be 
called a personal facility of undergraduate students, such as 
television, laptops, smartphones, as well as private internet 
networks (Akayoğlu et al., 2020; Farias-Gaytan et al., 2021; 
Nguyen & Habók, 2022; Peled, 2021; Peña-López, 2010; Rizal 
et al., 2022; Shopova, 2014). 

Personal ICT infrastructure undergraduate students can 
receive information and anything for academic and non-
academic purposes (Arslantas & Gul, 2022; Atinafu, 2021; 
Bhatt & MacKenzie, 2019; Strydom et al., 2021; Tiernan & 
Farren, 2017; Tinmaz et al., 2022). Personal ICT infrastructure 
is a technology-based means and infrastructure, acquisition, 
storage, transmission, manipulation, management, or 
reception of data necessary for such purposes(Ata & Yıldırım, 
2019; Atinafu, 2021; Nabhan, 2021; Techataweewan & 
Prasertsin, 2018). With the facilities owned by undergraduate 
students, then at any time they can use it. The more they use 
ICT facilities, the more they will understand the digital world. 
The more ICT facilities that are privately owned by them, and 
often used, their digital literacy will increase by itself, so that 
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it can support their learning and for the world of work later 
(Ball, 2019; Jorge-Vázquez et al., 2021; Rizal et al., 2022; Vodă 
et al., 2022).

Institution ICT Infrastructure

A total of 18 articles were identified as showing that 
institution ICT infrastructure is one of success factors for 
enhancing digital literacy among undergraduate students. 
ICT infrastructure from institution is infrastructure obtained 
by undergraduate students from institutions (Akayoğlu et 
al., 2020; Atinafu, 2021; Ball, 2019; Peled, 2021; Peña-López, 
2010). In this case, the government plays a very important role 
because the government is one of the supporters of funds in 
providing university infrastructure for undergraduate students 
(Arslantas & Gul, 2022; Farias-Gaytan et al., 2021; Rizal et al., 
2022; Tinmaz et al., 2022). 

ICT infrastructure such as computer laboratories, internet 
networks from universities, and digital libraries are very 
helpful for undergraduate students in improving digital 
literacy because with the support of these infrastructures, 
undergraduate students can hone and be more familiar with 
the digital world so that they can help them in the learning 
process in the classroom and outside the classroom, as well as 
in the future (Ata & Yıldırım, 2019; Bhatt & MacKenzie, 2019; 
Jorge-Vázquez et al., 2021; Shopova, 2014; Vodă et al., 2022). 
ICT infrastructure from institutions can help increase access 
to education, improve digital literacy, and promote the quality 
of education by making learning and teaching an active process 
related to real life, so that it can be useful for undergraduate 
students' learning activities (Nguyen & Habók, 2022; Strydom 
et al., 2021; Tiernan & Farren, 2017; Umut Zan et al., 2021).

Factor 5: Social Environment

A total of 12 articles were identif ied as showing that 
social environment as one of success factors in enhancing 
digital literacy among undergraduate students. The social 
environment is the environment in which the daily activities 
of undergraduate students are carried out (Ata & Yıldırım, 
2019; Nabhan, 2021; Umut Zan et al., 2021). The different 
circumstances of the social environment in each place will 
affect the digital literacy of students. Social environment aims 
to shape the personality of the individual for the better, to 
create a conducive social environment (Farias-Gaytan et al., 
2021; Rizal et al., 2022). The social environment both directly 
and indirectly affects a person's way of thinking, often such 
an influence is not realized by everyone (Akayoğlu et al., 2020; 
Arslantas & Gul, 2022; Peled, 2021; Vodă et al., 2022)

The social environment has a relationship with each 
other; hence the social environment has a function or role 
in interacting. In fact, the social environment must be able 
to function or play a role in accordance with applicable rules 
(Atinafu, 2021; Strydom et al., 2021). The social environment 

is an inseparable environment in the life of undergraduate 
students, because without the support of the environment 
around them they cannot develop properly, especially in 
digital literacy (Nabhan, 2021; Tinmaz et al., 2022). A social 
environment that is less accepting of changes in the digital 
world, will affect a person's thinking and attitude to lack 
understanding of digital literacy (Atinafu, 2021; Strydom  
et al., 2021). 

Factor 6: Social media 

A total of four articles were identified as suggesting that 
social media factors in education have a role in enhancing 
digital literacy among undergraduate students. Because 
there is still little discussion about this factor, it could be 
that social media is not the main factor in increasing digital 
literacy of undergraduate students. Social media is a medium 
to communicate in various directions, and can provide 
information quickly in learning something, but it must be 
with the self-control of each account owner (Akayoğlu et al., 
2020; Atinafu, 2021). Social media is also an online media 
that supports social interaction and social media using web-
based technology that turns communication into interactive 
dialogue so as to increase digital literacy (Akayoğlu et al., 
2020; Arslantas & Gul, 2022; Tinmaz et al., 2022)it is no longer 
sufficient for language teachers and pre-service teachers (PTs.  

Social media is a platform for professional development, 
which will be beneficial to become more competent in digital 
literacy, as it provides a lot of info about the digital world to 
undergraduate students (Akayoğlu et al., 2020; Atinafu, 2021). 
Social media is an online medium, with its users able to take 
part, share, and create content easily including blogs, social 
networks, wikis, forums, and cyberspace (Akayoğlu et al., 
2020; Arslantas & Gul, 2022; Tinmaz et al., 2022)it is no longer 
sufficient for language teachers and pre-service teachers (PTs. 
Communication using social media reduces dependence on 
others and allows information about digital to come in faster.  
Four studies explain that undergraduate students have a high 
level of  digital literacy because they have some previous 
experience using social media (Akayoğlu et al., 2020; Arslantas 
& Gul, 2022; Atinafu, 2021; Tinmaz et al., 2022)it is no longer 
sufficient for language teachers and pre-service teachers (PTs. 

Factor 7: Learning Activity

A total of ten articles were identified as suggesting that 
learning activity factors in education have a role in enhancing 
digital literacy among undergraduate students.  Learning 
activity are undergraduate students’ learning activities on 
campus and off campus (Ata & Yıldırım, 2019; Farias-Gaytan 
et al., 2021; Strydom et al., 2021; Vodă et al., 2022)digital 
literacy offers a set of transversal skills that could improve 
a whole area of activities, from banking operations to civic 
participation. However, these skills are diverse and vary 
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according to the development of technologies and society. 
This study fills an important academic gap on digital literacy 
by placing it in a specific and well-defined context, analyzing 
different perspectives that involve such learning, such as 
predictors of digital literacy in different types of students. 
In addition, research increases its importance as it is being 
developed during the pandemic, a period characterized 
by accelerated technological use and sudden changes. This 
research used a quantitative design based on the answers 
to a questionnaire conducted from March 2021 to May 
2021. From a methodological perspective, we tested several 
hypotheses using one-way analysis of variance (ANOVA. 
Learning activity using digital media is an activity that can 
enhance the digital literacy of undergraduate students (Ball, 
2019; Shopova, 2014; Techataweewan & Prasertsin, 2018). 
Undergraduate students who carry out learning activities 
using digital media, and learning activities using the internet 
and e-learning, they are slowly ensured to be able to increase 
digital literacy (Nabhan, 2021; Peña-López, 2010; Tiernan & 
Farren, 2017). 

Even learning activities that use digital media can also 
make undergraduate students learn independently from 
anywhere, so that their digital literacy will grow by them 
self (Akayoğlu et al., 2020; Arslantas & Gul, 2022; Bhatt & 
MacKenzie, 2019; Nguyen & Habók, 2022; Nur Samsul Bahri 
et al., 2021; Peled, 2021; Rizal et al., 2022; Umut Zan et al., 
2021). Learning activities that can enhance digital literacy 
are learning activities that utilize all things related to digital, 
whether these activities are carried out at universities or 
anywhere (Farias-Gaytan et al., 2021; Tinmaz et al., 2022; Vodă 
et al., 2022). Undergraduate students who are used to doing 
learning activities by utilizing digital, will naturally increase 
their digital literacy and be useful for their learning.

dI s c u s s I o n

Several elements were discovered for improving digital literacy 
among undergraduate students, particularly to assist their 
future, based on the systematic literature review that was 
conducted. Of the seven main factors used as indicators for 
enhancing digital literacy among undergraduate students, the 
seven factors found in 20 articles show that undergraduate 
students understand how important it is to improve digital 
literacy for on-campus and off-campus learning. In addition, 
improving digital literacy can also provide benefits in the 
lives of undergraduate students in non-academic terms 
(Arslantas & Gul, 2022; Öncül, 2020). The benefits obtained 
by undergraduate students include that they can prepare 
for the future because of the fast information they get, the 
digital knowledge they can get, and easy adaptation in the 
surrounding environment because with digital literacy, they 
easily get new things to find out accordingly (Jorge-Vázquez 
et al., 2021; Shopova, 2014; Tinmaz et al., 2022).

Factors that can improve digita l l iteracy among 
undergraduate students can come from individual students 
as well as from outside. As we know, digital literacy is a 
scientific ability to locate, evaluate, use, and appropriately 
utilize media in daily life employing digital tools, media, 
and telecommunication networks (Saqr, 2021; Triawang & 
Kurniawan, 2021). Factors of undergraduate students are 
digital knowledge, communication skills, collaboration skills, 
ICT infrastructure (personal), and learning activities. Indirect 
factors or external factors are ICT infrastructure (government), 
social environment and social media. Both types of factors 
have an important  role in improving digital literacy among 
undergradute students.

One of the main factors in improving digital literacy is 
digital knowledge (Akayoğlu et al., 2020; Ata & Yıldırım, 
2019; Peña-López, 2010). With digital knowledge as the 
basis of undergraduate students' knowledge, undergraduate 
students can accept if there are new developments regarding 
the digital world. By knowing new developments and opening 
up to new developments, their digital literacy will increase by 
itself. Digital knowledge for undergraduate students can be a 
factor in increasing digital literacy through learning activities 
(Bhatt & MacKenzie, 2019; Techataweewan & Prasertsin, 
2018; Umut Zan et al., 2021; Vodă et al., 2022). The learning 
activities in question are learning activities at universities 
and outside activities. So that learning activities are also 
one of the important factors in improving digital literacy. 
Learning activities that use digital media and things that use 
the internet are learning activities that can increase digital 
literacy undergraduate students.

The next factor in improving digita l l iteracy of 
undergraduate students is communication skills and 
collaboration skills. Communication skills are conveying 
an idea or idea in simple language (Atinafu, 2021; Jorge-
Vázquez et al., 2021; Peled, 2021). Meanwhile, collaboration 
skills are when undergraduate students work together with 
one or more people to complete projects or tasks from 
university or outside the university in developing certain 
ideas or processes.  In a university environment, collaboration 
occurs when two or more people work together towards a 
common goal of acquiring knowledge. Communication 
skills in undergraduate students mean that they have skills 
by conveying their ideas properly, correctly, and according to 
conditions. Undergraduate students can use communication 
skills and collaboration skills to improve digital literacy.  
The next characteristic of communication skills adjusting 
means that they can distinguish language styles according to 
the interlocutor, situation, and conditions. For example, the 
way of talking to colleagues and superiors will certainly be 
different, as well as when collaborating formally or informally. 
A person with communication skills and collaboration skills 
can improve their digital literacy because these two skills 
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make it easy for them to get new things about the digital  
world.

ICT infrastructure is also one of the factors in improving 
student digital literacy. ICT infrastructure is required for 
undergraduate students in personal ICT infrastructure and 
ICT infrastructure from institution. Digital literacy of students 
such as radio and television, as well as other new digital 
technologies such as computers and the internet have been 
endorsed as potentially influential tools for economic renewal 
and educational change(Strydom et al., 2021; Tiernan & Farren, 
2017). If used reasonably, ICT infrastructure can help improve 
access to education, strengthen the importance of improving 
the digital workplace, and promote the quality of education 
by making learning and teaching an active process related to 
real life, so as it can increase economic growth, because it can 
support people’s knowledge.  In the field of education, ICT 
infrastructure both from personal and institutions can help 
undergraduate students in improving digital literacy through 
learning activities.

In the daily life of undergraduate students, of course, we 
cannot be separated from the social environment.  Social 
environment is one of the important factors in improving 
digital literacy of undergraduate students (Arslantas & 
Gul, 2022; Farias-Gaytan et al., 2021; Tinmaz et al., 2022)
including the education sector and its members. This 
transformation is linked to emerging technologies, the 
digitalization of processes and resources, and the demand 
for users to upgrade to the latest technological updates. 
This research aims to analyze digital transformation and 
media literacy publications that impact higher education. 
Its purpose is to identify the types of research and topics 
they address and explore the scope of digital transformation 
in higher education institutions. The systematic mapping 
method was used to analyze 298 articles published in two 
databases, Scopus and Web of Science (WoS. The social 
environment of undergraduate students can be obtained 
from the university and the environment outside the 
university. With a social environment that is also responsive 
to digital changes, the digital literacy of undergraduate 
students will also increase. On the other hand, if the social 
environment of undergraduate students is not responsive 
and accepts the changes and updates of the digital world, 
it will also be hampered in increasing digital literacy. The 
social environment obtained from social media is also 
very influential because all information about the digital 
world is also contained in social media platforms owned 
by undergraduate students. However, based on the four 
articles that have been written, it turns out that social media 
does not really support undergraduate students to improve 
digital literacy (Akayoğlu et al., 2020; Arslantas & Gul, 
2022; Atinafu, 2021; Tinmaz et al., 2022)becoming digitally 
literate is a necessity in order to be able to fully participate 

in society and to overcome certain educational barriers. This 
study explores the digital literacy (DL. This is proven by only 
four articles that mention that social media has an impact on 
increasing digital literacy of undergraduate students.

From twenty articles on factors affecting digital literacy 
among undergraduate students, it can form a new research 
model that can be used as an overview and reference for 
subsequent authors. Research models that can be further 
researched (figure 3), make digital knowledge, communication 
skills, collaboration skills, ICT infrastructure, social 
environment, learning activity and social media as variables 
that enhancing digital literacy among undergraduate students.

Therefore, we hope that this research will foster the interest 
of other researchers and reveal other factors that can influence 
factors for enhancing digital literacy among undergraduate 
students, because many other factors can also be raised in 
research on digital literacy in the world of education.

co n c lu s I o n 
This study has systematically identified factors for enhancing 
digital literacy among undergraduate students. In addition, 
we have reviewed the past 20 years (from 2002 to 2022) of 
literature on factors for enhancing digital literacy among 
undergraduate students. The articles identified using PRISMA 
flowchart. As a result, seven factors are identified as pertaining 
to digital knowledge, communication skill, collaboration 
skill, ICT infrastructure, social environment, social media, 
and learning activity. The 20 articles using these seven factors 
found many factors that enhance the digital literacy among 
undergraduate students. Over the years, researchers have 
identified dominant factors in the for enhancing digital literacy 
among undergraduate students are digital knowledge and ICT 
infrastructure. 

Fig.3: The Development of Conceptual Framework from Article Review 
Digital Literacy Among Undergraduate Students
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su g g e s t I o n

Another finding of the study is that the implementation of 
factors for enhancing digital literacy among undergraduate 
students will be a capital for undergraduate students for their 
future. Further study is highly recommended, especially 
considering many other factors for enhancing digital literacy 
among undergraduate or among society in general.

lI M I tat I o n

This review only reviews the last 20 years of the article 
from 2002 to 2022, which talks about digital literacy among 
undergraduate students. 
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