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Abstract

The development of communication and information means, especially the presence of the online environment, is undoubtedly
an integral part of pupils’ leisure time. During the pandemic, it also inevitably became a standard part of formal education in
the form of so-called distance learning. On 11 March 2020, an extraordinary measure of the Ministry of Health entered into
force, resulting in the widespread closing of schools. The extraordinary measure was later replaced by the Resolution of the
Government of the Czech Republic No. 74/2020 Coll. of 12 March 2020. On 12 March 2020, a state emergency was declared.

The main research goal is to name selected related cyberspace risks with the transition to distance learning and their potential
intensity, which threatened or may continue to threaten students in the transition to this model of education. Research sub-
objectives are to analyze students’ awareness of their rights and obligations in the context of cyber security in distance learning
and to compare the obtained data among primary and secondary school pupils.

Research and achievement of set research goals are carried out through a quantitative and qualitative approach through piloting
in the form of interviews with a selected sample of students, and the use of a questionnaire survey focused on the occurrence

of selected risks in cyberspace and finding out essential awareness of students’ rights and obligations in cyber security.
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INTRODUCTION

In response to the Covid-19 pandemic in mid-March 2020,
traditional teaching moved to a digital environment. The
Ministry of Education, Youth and Sports of the Czech Republic
issued the Methodological Recommendation for Distance
Education (2020). The School Act then legislatively established
anew method of distance education, providing the obligation
of distance education in extraordinary situations during which
pupils cannot participate in faceto-face teaching. At the same
time, the obligation of pupils to be educated in this way was
established (Zékon ¢. 561/2004 Sb.). School management and
teachers had to adapt to the new situation. They had to offer
students possible means of distance education and find the
most diverse online teaching methods.

There are many definitions for distance education.
According to Pricha and Mika (2000), distance education
is any form of education in which the individual student is
not under the constant supervision of a teacher but has  a
curriculum at his disposal, consultations are available, and
is distantly guided by the teacher (cf. V$etulova et al., 2007).
Cerny (2015, p. 34) defines distance education as a form of
education in which students are in indirect contact with the
teacher, education is primarily self-directed, and the student
bears tremendous responsibility for the results and the process
of education.

According to Zlamalova (2007, p. 30), distance education
aims to make education accessible to all those who are not,
or cannot be, present otherwise. In the provided definitions,
we uncover certain features common to the distance form of
education, namely distance education in the form of space or
time, the use of modern technologies, and pupils’ independence.

Other characteristics of distance education include time and
content flexibility, the necessary independence of pupils, and
individualization during teaching.

Through the Methodological Recommendation of the
Ministry of Education, Youth and Sports (Ministry of Education,
Sports and Education, 2020a), distance education can be
implemented through online or offline teaching. We understand
online teaching as teaching carried out via the Internet, digital
technologies, and software tools. In synchronous online
teaching, students are present with the teacher in real-time
and place, whereas in asynchronous teaching, students work
independently on assigned tasks, taking into account their
learning pace and other conditions. Offline learning does not
occur via the Internet but includes selfstudy and completing
assigned tasks in written or another form.

One of the characteristics of distance education is also the
possibility of using various information and communication
technologies, but at the same time, this form of education
brings problems of insufficient motivation and inexperience
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with modern technologies and distance education in
general (Zlamalova, 2007; Bednatikova, 2013). Gluoksnyte
& White (2022) also mentions difficulties with equipment,
lack of opportunities for students to engage in social and
community activities communication skills and the difficulty
of securing the required exam (Gluoksnyte & White, 2022).

The Czech School Inspectorate (CSI), which conducted
controlled telephone interviews with principals of primary
and secondary schools from April 1 to 14, 2020, found out
that the most common communication platforms between
teachers and pupils were the following: WhatsApp, the
information system Bakalafi (in high schools), they also
communicated frequently via email or social networks.
In the annual report for the 2020/2021 school year, the
Czech School Inspectorate reflects the positive aspects of
the methodological recommendation of the Ministry of
Education, Youth and Sports to use a unified communication
platform and, in particular, a video conference system for
synchronous and asynchronous distance education (Annual
report of the Czech School Inspectorate, 2021). Compared
to the closing of Czech schools in the spring of 2020, the
video conference systems Microsoft Teams and Google Meet
(Google Classroom and Google Workspace) were primarily
used. At the same time, the Czech School Inspectorate
appealed for proper prevention in the field of cyber security
and data protection in cyberspace, considering the amount
of time spent on tablets, computers, and the Internet.

The transition to online education has grown by leaps
and bounds precisely due to the covid pandemic. To ensure
distance learning, schools and teachers could fail to respect
the age limit of some communication applications and thus
violate the law on processing personal data. The law states
that children acquire the capacity to grant consent to the
processing of personal data in connection with the offer of
information society services directly to them upon reaching
the age of fifteen (Act No. 110/2019, Coll.).The WhatsApp
application, which, according to an investigation by the
Czech School Inspectorate (2020), was used most often by
schools, teachers, and pupils during the closing of schools,
however, had an age limit of 16 years but was often used by
younger children. Another problem with distance education
was taking and sharing recordings (including snapshots and
screenshots) from video conferences on social networks or
school websites (Kopecky, 2020).

The situation in education during the Covid-19 pandemic
tested everyone’s knowledge of digital and communication
tools. It pointed out the positives and negatives of distance
education and provided an insight into the possibility of its
future use. At one point, without any preparation, it was
necessary to switch to online education. During the first
days of distance learning, everyone tried to adapt to the
situation according to their abilities, and there was no time
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to think about the possible risks of the online environment.
Education suffered from students’ and some teachers’ poor
digital literacy (Bergdahl & Nouri, 2021). Studies show that
this topic needs to be addressed more effectively and should
not be underestimated with which also agree (Metin Karaaslan
et al., 2022).

The various dangers of cyberspace might affect many
areas of human life. Addictive behavior (Peris et al., 2020) or
athreat to privacy in connection with sending intimate photos
(Paluckaité & Zardeckaité-matulaitiené, 2021) may arise.
Another widespread phenomenon related to frequent Internet
use is cyberbullying (Hoareau et al., 2021). Cyberstalking is
frequent and involves even teachers (Cohen-almagor et al.,
2022). In this way, it would be possible to name several other
phenomena in the context of social networks and the Internet
in general. However, what they have in common is any privacy
violation and unauthorized handling of personal data, which
can lead to many legal consequences (Johnson et al., 2019).

On March 11, 2020, an extraordinary measure of the
Ministry of Health entered into force, resulting in the
widespread closure of schools (Extraordinary measures
of the Ministry of Health 10676/2020-1/MIN/KAN). The
extraordinary measure was later replaced by Resolution of the
Government of the Czech Republic No. 74/2020 Coll. dated
12/03/2020. The given resolution has ceased to be effective as
of the current date. A state of emergency was also declared
on the territory of the Czech Republic on March 12, 2020
(Resolution of the Government of the Czech Republic of
March 12, 2020, No. 194). Schools were obliged to continue
to provide teaching, but in a non-contact manner, preventing
the personal participation of pupils in teaching. The schools
thus found themselves in a completely new situation, which
had to be dealt with by the management as well as the teachers
and students. In cooperation with the Ministry of Health, the
Ministry of Education, Youth, and Sports issued manuals for
individual types of schools, talking about which measures
must be followed by individual workers and pupils of these
schools (Ministry of Education, Sports and Culture, 2020).
As aresult of the development of the situation and long-term
outages in the contact form of teaching, there was also a change
in legislation, specifically to an amendment to the Education
Act, which, in the provisions of § 184, paragraph a, enshrined
the obligation to teach distantly, with distant education being
understood as non-contact teaching using ICT (information
and communication technologies).

The Covid-19 pandemic has forced teachers worldwide
to switch to distance learning. During this period, new
situations began to arise in the online environment related
to the violation of privacy and protection of personal data in
connection with this new type of education. Articles in the
media also drew attention to this situation within the Czech
Republic. Those focused, for example, on the inappropriate
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names of pupils’ e-mails. The first and last name in the title of
the e-mail is completely inappropriate for students, and they
can be identified quite easily. Applications chosen in the first
stages of distance education can be considered problematic.
For example, teachers used platforms run by the company
Meta, such as WhatsApp or Messenger. However, no one
mainly thought about the fact that the company does not
allow children under the age of 13 to use its services. There
was also a problem with setting teacher and student roles in
selected applications or weak and simple passwords used to
access online classes. Furthermore, there was the taking of
teaching records, which were later leaked outside the secure
environment of the school, and several other risky phenomena
(Kopecky, 2020).The annual report of the Czech School
Inspectorate (CSI) focused on the quality and effectiveness of
education and the educational system in the 2020/2021 school
year brings several exciting findings in the field of distance
education. It is possible to perceive the fundamental shift of
teachers in the field of digital technologies as positive. However,
there was a difference between the schools, where teachers
felt insufficient support from the school management during
distance education and the availability of professional help
with digital technologies. This is related to the findings that
in about 1/3 of the cases, teaching was disrupted by technical
problems. The CSI came to unexpected results when examining
pupils’ awareness of the recording of lessons. Only 1% of first-
grade pupils were informed that a video recording of the lesson
was being taken. In the case of second-grade pupils, this was
2% of them. The CSI also mentions that there have been several
cases where sensitive or personal data was made public and
shared content was leaked to the public network. At the end of
the report, it was stated, among other things, that compliance
with the rules of cyber security failed to a certain extent
during distance education (Annual Report of Czech School
Inspectorate, 2021). Parents have an even more critical role
than the school. Their behavior on social networks forms the
child’s digital identity since birth. It is crucial to approach this
topic responsibly and with a certain amount of knowledge of
social network risks and personal data protection. With older
children, parents often do not even know what the children
share about themselves on the Internet, and with younger
children, the parents themselves share large amounts of data
(Aswathy Prakash, 2019). These conclusions are also agreed by
(Riesmeyer et al., 2019), who studied several dozen families in
depth. They found that parents are often more protective of
their privacy and personal data than of their children’s data. In
connection with the protection of personal data, the General
Data Protection Regulation (GDPR) entered into force on
May 25, 2018, within the European Union (EU) framework.
This regulation replaces Act No. 101/2000 Coll in the Czech
Republic. On the protection of personal data (Orientation
in GDPR, 2022). Among other things, the regulation refers
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to the “right to erasure,” which should, given the applicable
exceptions, enable the erasure of the child’s personal data.
However, how this will be realistically dealt with in the future
is not yet completely clear; only time will show. Here again, the
question arises of the level of digital literacy and awareness of
this regulation, both among parents and children. However,
the main concern should be protecting the children’s rights
and their right to privacy (Lievens &

Maelen, 2019). Parents should realize that, by sharing
various information, they create a digital footprint for
their children, which can impact their future personal and
professional life (Brosch, 2018). Children are often unaware of
the consequences of their actions. Some of the digital literacy
concepts are too abstract for them, and they cannot adequately
evaluate the situation (Brooks & Moeller, 2019).

METHODOLOGY

For our research purposes, we used a quantitative research
strategy; as a research tool, a classic questionnaire survey was
used. Questionnaire surveys are among the most widespread
forms of data collection. For our research purposes, the data
was subsequently analyzed using statistical methods.

The research group consisted of students in the second
grade of primary schools, secondary schools, high schools,
conservatories, and other schools that fall within the 2nd to 3rd
level of education classification according to ISCED. A total of
315 respondents participated in the survey, of which 210 were
women, and 84 were men. The other respondents either did not
want to state their gender or identified themselves as different.

The age distribution of the pupils is between 16 and 19
years old, so it was mainly high school pupils.

REesuLTs

The main research goal was to name selected related cyberspace
risks with the transition to distance learning and total number
of respondents was 315.

The graph 1 describes how students communicated with
their friends during distance learning. The most common
is communication through chatting (via such applications

Means of communication between students and friends

78,7%

I 73’0%

Chatting Social
networks

s 31,4%
22,2%
15,9% 13,3%

1 ITTE
H N ==

Videocalls Phonecalls Discussion Online games SMS, MMS E-mail
forums

Chart 1: Means of communication between students and friends.
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as Messenger, Viber, and WhatsApp) and social networks
(via such applications as Facebook and Instagram), used by
approximately three-quarters of the pupils. Approximately
one-third of the pupils used video or telephone calls.

To connect to classes, pupils usually used laptops (71.5%)
and mobile phones (66.5%); see the chart 2.

The questionnaire survey revealed that 69,9% of students
created an account on the online learning platform themselves.
It was confirmed that no elementary school students created

Devices that students used to connect to distance learning

71,5%
66,5%
23,1%
i 5““
ed
Notebook Mobile phone Desktop computer Tablet

Chart 2: Devices that students used to connect to distance learnig.

Who helped pupils set up an account on the

communication platforms e 4,1% 1,0%

H Nobody, | set it up myself

8,6%
M Parents
W Teacher
W Sibling 9,5%

M Classmate

M Friend from a different class or school

69,9%

Chart 3: People, who helped pupils set up an account on the
communication platforms.

an account on the platform alone, which follows up on the
findings from graph 4. It clearly shows that only 21,6% of pupils
correctly state from what age they can use communication
platforms.

As stated in chart No. 1, 73% of pupils used social networks
to communicate with their friends during the distance learning
period, yet 65,7% do not know or incorrectly state the age limit
necessary to meet the conditions of use. The most significant
risks of using social networks at a young age arise mainly from
the inability to distinguish between truth and reality.

Let us now take a closer look at the issues of cyberattacks,
risky behavior, and risky situations in cyberspace, which
directly threatened pupils. First, let us look at chart No. 5,
which compares the occurrence of given risky situations and
cyber-attacks.

Itis alarming that 15.2% of students experienced mockery
due to a video recording of their person, and 14% of students
experienced mockery due to a photo of their person at least
once during online teaching. This could undoubtedly have an
impact on mental health and social ties. Even more worrying
is the finding that 9.2% of pupils experienced threats (and
9.5% even blackmailing) during distance learning. 17.1% of

Pupils' awareness of the age from which they

can use communication platforms 9,5%

8,3%
2,2%

1,0%.

W12

W13

14

15*

16

W17

M 18 or older
M | don't know

21,6%

3,5%

*correct answer

Chart 4: Pupils "awereness of the age from which they can use
communication platforms.

Comparison of the occurrence of given risky situations or cyber attacks

100,0% _— e— —
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80,0%
70,0%
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40,0%
30,0%
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Ridicule because  Ridicule because  Distribution of a - Distribution of an - Threatening via  Extortion via the Distribution of an  Voluntary self-
edited recording exclusion from the
for the purpose of collective due to

of a video ofaphoto  videorecording  audio recording
for the purpase of for the purpase of

ridicule ridicule

the plattorm platform

ridicule

M Multiple times

M Once

Personal data A
classmate/friend
has become a
victim of a cyber
attack

Account abuse

Password
elicitation

Account hacking

Making a video
recording of my theft
persan

ridicule

i Never

The frequency of occurrence of the given risk situation/cyber attack

Chart 5: Comparison of the occurrence of given risky situations or cyber attacks.
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pupils experienced hacking into an account, and 8.6% of
pupils experienced personal data theft. Account misuse by
another person happened to 11.4% of pupils. 13.7% of pupils
voluntarily preferred to separate themselves from the collective
due to bullying.

The perpetrators of cyberattacks from the point of view of
“pupils-victims” can be seen in chart 6. It turns out that 8.3%
of pupils (every 12th child) experienced a cyberattack from
a classmate. Other attackers were former friends, strangers,
or peers from the same school.

Attacks by teachers, experienced by 1.9% of pupils, are
also worth mentioning.

However, our respondents also acknowledge inappropriate
behavior distinguished as a cyberattack. 17.8% said they
deliberately turned off the teacher’s webcam during an online
lesson, 16.9% intentionally disrupted the lesson because
they were not prepared, and 16.2% disconnected the teacher
from the lesson. The finding that a complete 8.9% of pupils
intentionally spread a mocking photo or video of a teacher
is also severe.

Undoubtedly, students were exposed to cyber risks daily
during distance and online learning. 6 The question remains,

Perpetrators of cyber attacks on pupils

8,3%
A% 4,1%
2,5%
i ﬁ B

Classmate Unknown Schoolmate Teacher Other school's

person pupil

Former friend

Chart 6: Perpetrators of cyber attacks on pupils.

however, to what extent they were prepared for the transition
to such 7 a dangerous environment. The following chart No.
8, reflecting the preventive instruction of 8 pupils regarding
possible risks in cyberspace, could help us answer this.

Chart No. 8 reveals that 41.9% of pupils did not receive
any instruction about proper behavior in cyberspace or
using communication platforms or social networks. This
indeed increased the chance of succumbing to cyber-attacks
of all kinds. According to the findings, the school programs
and teachers’ activities were the main factors in the field of
prevention. At the same time, parents played an essential role
in this issue for almost a quarter of the pupils.

Based on the collected data, it can be stated with certainty
that the preparation of pupils for distance education is
insufficient. We can ultimately confirm this using the following
findings:

o 70% of pupils created an account on communication
platforms by themselves;

o 78% of pupils do not know the age limit for using
communication platforms;

»  66% of pupils do not know the age limit for using
social networks;

o 41.9% of pupils did not receive instructions about
using communication platforms, social networks, and
the principles of safe behavior in cyberspace during
distance education.

Discussion

As Kopecky (2020) states, one of the problems of distance
education is the taking and sharing recordings from video
conferences, which also results from our research and is in
line with earlier findings in previous researches. According
to the individual research items, cyberbullying is also very
widespread, which Hoareau et al. (2021) mention in their
work. Chart No. 3 and Chart No. 8 also confirm the study by
Bergdahl and Nouri (2021), which ensures, in line with our

Occurrence of cyber attacks carried out by pupils

I turned off the | was disrupting | was joining the I intentionally

teacher's
webcam

classbynot  classesfrom  recorded the
having school  multiple devices  lesson
supplies ready

Iwas disrupting I hackedmy | have made the | disconnected
classby  teacher’s account pupiliDand  the teacher from mocking photo or
disconnecting
participants and
turning off the people
sound

Ispreada

password the lesson video of a
available to other teacher

M Multiple times B Once i Never

The frequency of occurrence of the given risk situation/cyber attack

Chart 7: Occurrence of cyber attacks carried out by pupils.
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Who taught the pupils about possible risks

41,9%
32,1%
22,9%
20,6%

7,9% 6,7%
N -

Nobody School Parents My teacher Someone Sibling Other
else teacher

Chart 8: People, who taught the pupils about possible risks.

research, the digital unpreparedness of teachers and students
which was more than obvious during the transition to distance
learning. In its findings, Ipekli & Titrek (2022) states that
teachers’ unpreparedness for distance learning is also related
to their age and length of practice. Younger teachers prefer to
use modern technologies in education more.

If we compare the analyzed data with ongoing research
from previous years, we can see constantly increasing numbers
in the area of blackmail and threats to children. Ridicule has
long been one of the most widespread forms of cyberbullying,
which is also confirmed by the obtained data pointing to the
fact that roughly every sixth pupil was ridiculed based on the
video recording of themselves during online lessons.

We consider the insufficient preventive preparation of
pupils for online teaching during distance education the
significant finding. In the same way, it is necessary to point
out the still high incidence of risky behavior of pupils in
cyberspace and the risks, both more and less severe, for which
they are not prepared.

Our research shows that a relatively large percentage of
adolescents behaved inappropriately towards a teacher in
some way, and they themselves referred to this behavior as a
cyberattack. Gohal et al. (2023) follow up on these findings
with confirmed research results that adolescents who have
been victims but have themselves been perpetrators often
continue to behave similarly into adulthood. This could be
related to our other findings (Mickova et al., 2022) that those
who bullied themselves were themselves much more likely to
become victims of bullying, but also those who were bullied
had a more frequent tendency to take revenge for bullying on
their person.

It should also be pointed out that only 22.9% of pupils
were instructed by parents and 20.6% by teachers about safe
behavior on the Internet. 41.9% were not instructed at all.
Only 9.5% of parents and 8.6% of teachers helped pupils set
up their accounts. Zhu et al. (2021) report that the influence
of parents and teachers plays a pivotal role in preventing and
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preparing pupils for cyberspace and safe behavior in it. The
question remains, therefore, how the percentage distribution
of committed and experienced cyberattacks would change if
the role of teachers and parents in preparing pupils for the
transition to a distance model of education were strengthened.

FINDINGS

For the successful implementation and provision of distance
learning, it is, therefore, necessary to always keep in mind the
safety of working in the online environment. The school, the
parents, and the students’ caution should play their role here,
based on getting acquainted with the possible risky forms of
behavior they may encounter.

We can also speak of significant methodological support
for the innovation of informatics in connection with the
currently discussed revisions of the framework educational
program for primary education in the field of ICT, as well as for
the introduction and use of digital technologies in education in
general. Of course, these changes also include the building of
digital infrastructure in schools and the continuous training
of teaching staff. The changes, therefore, aim to strengthen
the digital literacy and competencies of those involved in
education.
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