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ABSTRACT A lot of people are starting to take an interest in and buy smart phones that have 

application platforms. Many security risks have emerged as a result of the widespread usage of 

various apps. Permission control assaults, phishing, spyware, botnets, malware, and privacy leakage 

attacks are all forms of attacks that pose hazards. Invalid access control, data confidentiality breaches, 

and app authorization issues are among other concerns. Attack modelling and detection based on 

applications is suggested in this research. Considering that The execution of the software on the 

smartphone reveals a new attack vulnerability. In order to launch an attack, the attack modeling 

makes advantage of a user-vulnerable application. The vulnerable software is deployed invisibly in 

the background on the user's smartphone. So, getting a hold of the secret data. To counter the assault 

model, the detection model employs the suggested method of an Application-based Behavioral Model 

Analysis (ABMA) scheme. To carry out intrusion detection, the model makes use of application-

based comparative parameter analysis. Estimates of the ABMA are based on power, battery level, and 

data use statistics. The study used three distinct setups—Wi-Fi, mobile data, and a hybrid of the 

two—depending on the accessibility of the source internet. The simulation results show 

that the suggested model is successful and confirm its validity. 

INDEXTERMS - ABMA, power, and battery life of a smartphones . 

KEYWORDS: Security risk, Control assaults, , Spyware, Botnets, Malware, Privacy leakage attacks, 

vulnerability, Behavioral Model Analysis. 

 

1. INTRODUCTION 

 

Education, online shopping, net 

banking, healthcare, and other 

professional apps have seen a 

meteoric rise in the popularity of 

smartphone models in recent years. 

By undermining reliability and 

security features, these apps' 

platforms have greatly raised the 

risk of assaults [1-3]. Advertising 

third-party apps, which users may 

install if they're interested, is a big 
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concern. But with the arrival of susceptible breaches, these platforms' apps might become 

threats. Problems with the general safety of the data related to the smartphone have been 

highlighted by a number of assaults. One of the main problems with time-sensitive 

applications is the jammer assault. Confidential information in transit is vulnerable to the 

assault [4]. By using a modulation method with ultrasonic carriers, an inaudible voice assault 

may influence a voice-controllable device with undetectable features. [5]. The security of 

smartphone multimedia apps is seriously jeopardized by the camera-based assault [6]. To 

restrict the confidentiality of data on smartphones, the side-channel attack takes use of the 

leakage data [7], [8]. The gadgets that can be managed by smartphones provide a privacy risk 

due to the pin inference attack [9]. Another potential threat that uses acoustic detection to 

target the smartphone is an indirect eavesdropping attack. The number ten. One of the main 

defenses against potential security threats in smartphones is permission management. A layer 

of conditional limits on application-specific executions is added to the security by means of 

the permission control. Sig PID (Significant Permission Identification), permission control 

using crowdsourcing, user-driven access control, and context-sensitive permission control are 

among the many permission control approaches that have been developed. Unfortunately, the 

main drawback of the permission control strategy is that it restricts the application's specified 

functionality, making it difficult to distinguish between the transfer of valuable and unwanted 

private data. 

 

2. MATERIAL AND METHODS 

 

In order to comprehend the present status quo, find research gaps, and guide the creation of a 

behavioral model for real-time detection of app-based assaults, it is essential to conduct a 

literature review. Possible topics for your literature study may be summarized as follows: 

First, Behavioral Analysis approaches: Look at research that looks at different behavioural 

analysis approaches for finding harmful activity in apps. Some examples of such methods 

include rule-based systems, heuristics, machine learning, and anomaly detection. 
 

2. ways for Real-Time Detection — Read up on studies that detail ways for real-time 

detection that are hyper-specific to app-based assaults. Analyze how well various methods 

notify users of potential security risks and how quickly they can respond to them. Thirdly, 

read up on typical app-based attack scenarios like code injection, privilege escalation, data 

exfiltration, and malware insertion. Figure out what hackers do to get into apps and take 

advantage of security holes. 4. Case Studies and Datasets—Review the examples and datasets 

that have been used to build behavioral models for detecting app-based attacks in earlier 
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studies. Evaluate the performance assessment approaches, the datasets' variety and realism. 5. 

Machine Learning for Security - Research on the use of machine learning methods in several 

areas of security, such as anomaly detection, malware analysis, and intrusion detection, 

should be reviewed. Please include the study's pertinent assessment metrics, algorithms, and 

feature selection methodologies. 6. Review the literature on algorithms that may detect 

anomalies in app behaviors, including those that analyze app use patterns and identify 

instances when they deviate from the norm. Make sure these algorithms can tell the 

difference between safe and dangerous actions. 7. Intrusion Detection Systems (IDS)— 

Research articles about intrusion detection systems that are intended to keep applications safe 

from cyber dangers. Look at current IDS systems and see how they work in terms of 

architecture, components, and detection capabilities. Issues with app sandboxing, 

permissions, app store vetting procedures, and third-party libraries are just a few of the 

specific security concerns highlighted in research articles that address mobile and desktop 

environments, respectively. 9. widely Used Evaluation Metrics and Benchmarks—Locate 

widely used metrics and benchmarks for evaluating behavioral models' ability to identify 

app-based assaults. You should think about measures like scalability, false positive rate, 

detection delay, and detection precision. 10. New Developments and What's Next To stay 

abreast of the latest developments in app security and behavioral analysis, keep an eye on 

scholarly journals and conferences that have recently been held. Discover promising new 

directions for AI study and development, such as explainable AI, decentralized detection 

systems, and adversarial machine learning. Third Modules Building a behavioral model to 

identify app-based assaults in real-time requires an in-depth familiarity with the system 

requirements as well as the characteristics of possible attacks. The following is an outline of 

the possible subsystem requirements: 

 

1.Subsystem for Data Collection: 

 

• Data Sources: Find out where the data is coming from, including things like system logs, 

application logs, network traffic, and user activity logs. Tools for Gathering Information: 

Make use of techniques that can gather data from several sources in real-time or very close to 

it. • Data Preprocessing: Get the acquired data ready for analysis by cleaning, normalizing, 

and preprocessing it. 

 

2. The Feature Extraction Subsystem: • Behavioral aspects: Acquire pertinent behavioral 

aspects that may reveal possibly harmful actions, such anomalous network traffic, spawning 
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of processes, or attempts at unauthorized access. Approaches to Feature Extraction: To get 

useful information out of the data, you may use tools like rule-based procedures, machine 

learning, or statistical analysis. 

 

3. Subsystem for Modeling: • Models for Machine Learning: Pick the right machine learning 

method for the job, whether it's a supervised classifier (like Random Forest or Gradient 

Boosting) or an anomaly detection technique (like Isolation Forest or OneClass SVM). Use 

rule-based systems to provide particular criteria for identifying attacks based on known 

patterns or signatures. This will help in detecting certain sorts of assaults. To boost detection 

accuracy, you might think about using ensemble approaches, which combine the capabilities 

of numerous models. 

 

4. The Subsystem for Detection: - T 

 

• Analyze data streams in real-time using algorithms that may identify suspicious activity 

quickly. 
 
• Scalability: In high-traffic areas, make sure the detection subsystem can effectively process 
 

a significant amount of data. • Notification and Alert Systems: Create systems that can send 

out notifications or alerts depending on the seriousness of the perceived danger if possible 

assaults are identified. Subsystem 

 

5: Feedback Loop: • input Mechanisms: Set up systems to absorb event detection input in 

order to enhance the system's detection capabilities over time. 

 

• Adapting Models: Put strategies in place to update models or dynamically change detection 

thresholds in response to changing threat environments. Allow human analysts to examine 

occurrences that have been spotted, provide comments, and adjust detection rules or models 

as needed. This will help with human intervention. The current security improvement 

techniques in view of smartphone application platforms are briefly summarized in Table I. In 

[18], earlier version applications have been discovered as the source of vulnerable threats of 

an attack. To counteract the attack possibility, Driod skynet has been developed as a tool to 

find out and evaluate the applications with security risks from the application installation 

source such as play store. In [19], the possible security menaces are located in the android 

operating system having inter-component communication. The component-level data flow 

analysis technique has been executed to recognize the caller and the callee on the basis of the 

data dependencies. However, the communication based attacks are identified by the 

parameter of the intent abnormality. In [20], a self-defending mechanism has been formulated 
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to allow the repackaged applications to manifest automatically. The scheme encrypts the 

portion of the application code during the compile-time and the ciphertext code is decrypted 

at the run time. In [21], an antiphishing scheme MobiFish has been proposed for smartphone 

platforms. The strategy involves the validity verification of applications, webpages, and other 

persistent accounts. The validation is obtained by comparing the claimed identity with the 

actual identity. In [22], end to end caller ID verification technique has been devised by 

evaluating the current smartphone network infrastructure. A CallerDec application has been 

designed as an ID spoofing detection tool for android based smartphones to evaluate 

validation and effectiveness of the mechanism.Wireless sensor networks (WSNs)-based 

internet of things (IoT) are among the fast booming tech-nologies that drastically contribute 

to different systems management and resilience data accessibil-ity. Designing a robust IoT 

network imposes some challenges such as data trustworthiness (DT) andpower management. 

This paper presents a repeated game model to enhance clustered WSNs-basedIoT security 

and DT against the selective forwarding (SF) attack. Besides, the model is capable 

ofdetecting the hardware (HW) failure of the cluster members (CMs) and conserve the power 

consump-tion due to packet retransmission. The model relies on TDMA protocol to facilitate 

the detectionprocess and to avoid collision between the delivered packets at the cluster head 

(CH). The proposedmodel aims to keep packets transmitting, isotropic or non-isotropic 

transmission, from the CMs tothe CH for maximizing the DT and aims to distinguish between 

the malicious CM and the one suffer-ing from HW failure. Accordingly, it can 
 
manage the consequently lost power due to the malicious 
 

attack effect or HW malfunction. Simulation results indicate the proposed mechanism 

improved per-formance with TDMA over six different environments against the SF attack 

that achieves the Paretooptimal DT as compared to a non-cooperative defense mechanism. 

According to the dramatic growth of the internet of things (IoT) technologies, IoT systems 

are utilized in a widerange of applications. In particular, wireless sensor networks (WSNs), 

which can play a significant role in serving IoT based applications such as smart cities, 

vehicular networks, environmental and earth monitoring, electrical power lines management, 

renewable energy adaptation, etc [1–3]. However, WSNs suffer from some weaknesses such 

as limited power, low processing capabilities, and especially the security and data 

trustworthiness (DT) aspects. Therefore, WSNs-based IoT security and DT are enormous 

problems that desire an intelligent and adaptive solution to optimally 
 

confront the day-to-day intellectual threats such as selective forwarding (SF), injection, and 

jamming attacks [4, 5]. In the literature context, various trust mechanisms have been 
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proposed to resolve the WSNs security issues. In [6], the authors discussed different intrusion 

detection systems (IDS), e.g., game theory-based IDS, watchdog-based IDS, cluster-based 

IDS, etc., to mitigate the WSNs security problems. More particularly, in [7], game theory has 

been deployed to establish a valid IDS to realize malware detection infrastructure. In fact, 

game theory is a dedicated optimization branch that is utilized to handle the interactions of a 

set of intelligent rational players. More particularly, it aims to enhance their individual 

payoffs by an intellectual and adaptive manner [8]. More concretely, game theory 
 
has emerged due to the distinguishing features in managing the rational players interactions 

and mitigating several security threats in WSNs such as packet dropping, false data injection, 

and data delivery corruption [9–14]. However,the above proposals do not consider the 

hardware (HW) failure which can make the system critically unstable The security issue and 

HW failure (fault) are among the eminent causes of packet dropping in WSNs, which have 

asevere impact on the DT, network stability, and power consumption. From the security 

front, dropping packets is amalicious incentive for saving transmission power in clustered 

WSNs-based IoT. Accordingly, the decision taken canbe harmful, which causes a steep 

degradation for the IoT networks’ DT. Moreover, HW failure has several defects. Itcan cause 

packet dropping, packet repeating, or over packet transmission. The fault types can be 

categorized as offsetfault, gain fault, stuck-at fault, out of bounds, spike fault, noise fault, 

data loss fault, redundant data transmission [15].In [16], the transmission round trip delay of 

the packets to detect the nodes that suffer from HW failure has been utilized. In [15], the 

authors extensively studied the HW failure classifier methods such as support vector machine 

(SVM), machine learning (ML), and random forest. However, most of the presented works in 

the literature context have only considered the HW faults regardless of the security issue 

effect and how to distinguish between them. In [17], a Stackelberg game has used to mitigate 

the corrupted delivered reports in cognitive radio networks due to the selective 
 

forwarding data falsification attack in presence of an HW malfunction. However, to the best 

of our knowledge, no further work has been presented in the literature focusing on classifying 

between attack effect and HW failure for packet drop. Consequently, an intellectual and 

adaptive solution is desired to resolve these crucial issues along with the WSNs limited 
 
power source. 
 

In this paper, we propose a game-theoretic approach using a repeated game to enhance 

WSNs-based IoT security and DT against the SF attack and pinpoint the nodes that suffer 

from HW failure. The main contributions of the paper are three folds: 



Pegem Journal of Education and Instruction, ISSN 2146-0655 

BEHAVIORAL MODEL FOR LIVE DETECTION OF APPS BASED ATTACK 

                                                                                                                                                                                             768 

 
 

 
• The proposed repeated game aims to detect the malicious CMs in clustered WSNs-based 

IoT due to the SF attack impact, and simultaneously guarantee that no wrong action is taken 

even for a node caused by a HW failure at a low probability. The TDMA protocol is used to 

preserve the synchronization between the CH and CMs, which reduces the detection 

mechanism complexity and avoids the collision between the delivered packets at the CH. In 

addition, the isotropic and non-isotropic packet transmissions have bee taken in the model 

consideration. 

 
• The proposed approach models a real situation in which some packets can be dropped or 
 

over transmitted 
 

due to HW failure of the CMs at the presence of SF attack. We verified that the model could 

improve the DT performance with the presence of HW failure. It can determine the CMs that 

suffer from HW malfunction among the CMs infected by the SF attack. 

 

• The model attains the Pareto optimality at the optimal DT by resolving the issue of dropping 
 

packets due 
 

to the SF attack effect. In other words, the model can prevent the designated malicious CMs 
 

from dropping 
 

packets by supporting these CMs the incentive to act benevolently at which their battery life 
 

is conserved. 
 

Furthermore, the model can preserve the lost power of packets over transmission or re-

transmission as a result of HW failure. The model efficiency is verified through simulation 

evaluation over six different environments, outdoor line-of-sight (OL), outdoor non-line-of-

sight (ON), underground line-of-sight (UL), underground non-line-of-sight (UN), indoor line-

of-sight (IL), and indoor non-line-of-sight (IN). Moreover, to draw a realistic WSNs-based 

IoT system, Tmote Sky mote over the six different environments has been used This section 

discusses the related works of the different WSNs HW failure detection methods and the 

security front to promote WSNs performance. The security and HW failure in IoT is a 

prominent problem that can yield into losing data privacy, DT, and wasting power as well. 

On the one hand, most of the works in the literature context concerning the HW failure utilize 

the conventional paradigms, e.g., SVM, ML, and random forest by [15, 16] and self-

diagnosis and cooperative-diagnosis by [18–21].In [18], the faulty node can be detected using 

redundant node measurements. Thus, the faulty one is isolated based on its reputation 

obtained by as a minimum of three neighbor voting. Relying on the neighboring nodes was 

used to adapt time correlation information between these nodes to detect faulty node/(s) [19]. 
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An ineffective solution that can cause more delay and cost that rely on using an extra HW 

(testbed) to check the faulty node [22]. In [20]three statistical algorithms were studied for 

fault detection called time-series analysis, descriptive statistics, and Bayesian statistics. The 

time-series mechanism is utilized to detect packets similarities and to measure the amount of 

data deviation. Descriptive statistics use the mean or median of neighboring nodes to vote for 

determining the faulty node.Bayesian techniques were employed to determine the likelihood 

of a faulty sensor based on Bayes theorem. In [21], the authors mentioned that the node could 

detect the failure by self-diagnosis, such as the faults caused by battery depletion, which is 

measured by the battery current or voltage. Accordingly, if a node dropped or lost packets, an 

extra memory should be embedded in the nodes to retrieve those packets and resend again-

they said. The authors also respite the lost packet to the environment condition that is why we 

study the proposed paradigm over six different environments. On the other hand, 

uncontrolled WSNs security can deteriorate the DT, data privacy, and power consumption. In 

this trajectory, game theory has introduced several approaches [9–14, 23, 24]. In [9], the 

authors extensively studiedvarious WSN attacks and the suitable game defense models. In 
 
[24] Markovian chain was utilized to model the game transitions for preserving the data 

privacy. In [10, 11], Stackelberg games have been developed to mitigate the external attacks 

manipulations using energy defense to avoid the delivered data disruption in a clustered 

WSN. Stackelberg game has also been extended to confront the false injected data from 

intelligent attacks in WSNs to enhance the DT [12]. The Stackelberg game was also utilized 

to confront the false injected noise power in WSNs-based cognitive radio (CR) due to the 

spectrum sensing data falsification (SSDF) attack, where the HW failure problem was 

considered [17]. The work in [17] aims to mitigate the disrupted observed signal-to-noise 

ratio due to the SSDF attackto make the fusion center in CR capable of achieving accurate 

decision about the spectrum status. Interestingly, in [13], a nonzero-sum game was proposed 

to mitigate DoS attack and ON-OFF attack impact and to detect the HW failure in WSNs. 

The SF attack was handled by game theory in [11]. In [14], a repeated game model has been 

utilized to enhance WSNs DT against the SF attack. More particularly, the most effective 

parameter in that game was the distance between the communicating nodes, which was 

criticized by [25]. Moreover, the model in [14] omitted the harmfuleffect of HW failure and 

did not utilize the TDMA protocol as well. To solve this issue, a more intelligentgame model 

needs to be designed along with a robust detection scheme against the SF attack at the HW 

failure existence. Unlike the previous related works, this paper presents an efficient repeated 

game-theoretic approach along with TDMA protocol to classify between the cause of packet 
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dropping in WSNs-based IoT whether a reason of malicious effect due to SF attack or a result 

of HW failure to manage the consequent power waste and achieve the optimal DT. The 

repeated game is considered the best among the cooperative games to support the adequate 

incentive to guarantee collaborative interaction between the participant players at the price of 

elapsed time till reaching the equilibrium point,which meets the flexibility of IoT applications 

time constraint. The proposed model presents the adequate incentive to the malicious CMs 

due to SF attack to react benevolently and then, uncomplicatedly at the equilibrium point, 

detects the CMs suffering from HW failureThe pervasiveness of wearable devices furnished 

with state-of-the-art sensors has shown the powerful capability in context-aware applications. 

However, embedded sensors also become targets for adversaries to launch potential 

sidechannel attacks. In this paper, we present a self-adaptive and pretraining-independent 

pattern attack that infers a graphical password by recovering the victim’s hand movement 

trajectory via motion sensors of a wrist-worn smart device. With the adaptive pattern 

inference algorithm, the discovered attack can be launched remotely without requiring 

previous training data from victims or the prior knowledge about the keyboard input settings. 

Toward the proposed attack, we create a method to detect the sliding behavior that draws a 

graphical password on the screen. We also propose an inference algorithm to generate 

password candidates from hand movement trajectories for different keypad input settings. We 

implement the discovered attack on a smartwatch and conduct experiments to evaluate the 

impact of this attack. The evaluation results show that for complex graphical patterns, with a 

single try, the attack can infer the passwords at a success rate as high as 80%, and the success 

rate can be further boosted to over 90% within five attempts, which reveals the overlooked 

privacy information threat caused by sensor data leakage. TOUCHSCREENS have been 

widely used as a standard human–machine interface (HMI) for mobile devices, enabling users 

to directly interact with what is displayed. To further release users from the burden of 

memorizing passwords, Google introduced the graphical password, which is also referred to 

as the pattern lock or pattern password, for Android devices in 2008. The pattern password 

scheme normally asks a user to input a ―password‖ by using a finger to draw a graphical 

pattern on the screen of a mobile device. Compared with the traditional password, the pattern 

password is easier to remember and incurs a quicker verification. As such, the pattern 

password scheme has emerged as the most popular locking technique for Android devices. 

Unfortunately, the password scheme, including the pattern password scheme, is always the 

target of adversaries. Shoulder surfing [1], [2] is an easy but efficient method that steals 

passwords by peeping at a user’s input. This attack, however, faces with one enormous 
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obstacle, i.e., the attacker needs to be at the physical vicinity or proximity of the target 

devices. Smudge attack is one of the most famous side-channel attacks on mobile devices [3], 
 

[4]. When a user inputs a password on the screen of a mobile device, his/her finger may leave 

oily residues (also called smudge). The adversaries can reproduce the password by capturing 

and analyzing the smudge. The main challenge of the smudge attack is that the smudge can 

be distorted and turn chaotic after a long period. Moreover, it also requires the physical 

access to target devices to acquire pictures of the smudges. Recently, researchers have 

discovered a new remote attack [5] against the password scheme. This attack exploits the 

motion sensors embedded in mobile devices to steal passwords [6], [7]. The basic idea is that 

the input behavior can cause the subtle vibration of a mobile device, and the input content is 

correlated with the observed vibration. Thus, a password may be speculated by exploring the 

motion sensors, which capture the vibration of a mobile device. This attack is further evolved 

to steal the password that a user inputs into a mobile device, by utilizing the sensors on a 

smart device (e.g., a smartwatch) that the user wears on his/her wrist. Indeed, wrist-worn 

smart devices, embedded with motion sensors (e.g., accelerometer and gyroscope), are 

ubiquitous nowadays, and their powerful capability of health monitoring, gesture-based 

controlling, or activity recognition [8], and personal assistance stimulates their further growth 

of the market. They are considered better targets for launching sensor-based attacks due to 

the following reasons. 1) First, the sensors of wrist-worn smart devices directly monitor and 

record hand movement with high precision, which helps to increase the success rate of the 

attack. 2) Second, wearable devices are often paired with mobile devices through Bluetooth. 

This enables attackers to eavesdrop the exchanged sensor data via wireless sniffers. 3) Third, 

most applications running on wearable devices require to use state-of-the-art sensors, and 

people usually ignore potential threats and grant them permission to read sensor data. 4) 

Finally, high-precision motion sensors (e.g., accelerometer and gyroscope) appear to be 

standard components embedded in each smartwatch, providing attackers a potential attack 

surface to steal personal information. Emerging studies investigate the feasibility of password 

inference via wrist-worn smart devices [9]–[11], but all of them considered breaking the 

traditional text-based password. These attacks cannot be applied to crack the pattern 

password, because the vibration caused by typing on a screen is more obvious and easier to 

capture than that incurred by sliding a finger on the screen. Also, they require a training data 

set that reveals the mapping between a specific vibration pattern and the key that causes this 

vibration, which significantly limits the applicability and practicality of these approaches. In 

contrast to prior studies, the attack discovered in this paper targets the pattern password 
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scheme. We present pattern password stealer (PEWEE), a self-adaptive inference attack to 

steal pattern passwords, with a goal of raising the awareness about the security and privacy 

issues on burgeoning wearable devices. PEWEE is motivated from the rationale that the 

trajectory of a user’s hand movement during the passwordinput phase can be retrieved via the 

motion sensors of wristworn smart devices. Unlike aforementioned attacks based on wrist-

worn sensors, PEWEE neither depends on a training data set from victims nor requires for 

any prior knowledge of the input scenario (e.g., the keypad size, user’s input posture, and the 

orientation of the device). This significantly reduces the difficulty of launching the password 

inference attack. PEWEE faces three major technical challenges. 1) Unlike the clicking-based 

password input, the action of sliding over a screen is normally quiet and there is no obvious 

pause between two consecutive sliding behaviors when a user inputs his/her pattern 

password, which makes it difficult to detect the sliding behavior. 2) For password inferring, 

no reference information is available to determine the start and end of the sliding behavior 

that draws a graphical password on the screen. 3) Besides, the inference framework needs to 

adapt itself to different keypad sizes and deal with various device orientations, and one of the 

most important features is that it should be capable to generate inference password candidates 

and validate the naive candidates to shrink the searching space. In this paper, we address 

these challenges and the main contributions of this paper can be summarized as threefold. 1) 

First, to the best of our knowledge, we are the first to explore the feasibility of senor-based 

attacks against the pattern password via wrist-worn smart devices. We develop a sliding-

detection strategy to reveal the existence of the time-continuous and quiet sliding behavior. 2) 

Second, the discovered attack is self-adaptive and pretraining-independent. We create a real-

normalized mapping algorithm, which projects the real input trace onto a normalized keypad 

and is able to efficiently infer the password, without relying on pervious training or the prior 

knowledge about the keypad size, device orientation, and so on. 3) Third, we implement this 

attack on Android platforms and conduct a comprehensive evaluation of PEWEE, with regard 

to different parameters, including the keypad size, finger velocity, sensor sampling rate, and 

input pattern. The evaluation results show that for some commonly used complex patterns, 

with a single try, the attack can infer pattern passwords at a success rate as high as 80%, and 

the success rate can be further boosted to over 90% with less than five unlock attempts. We 

also point out potential strategies to address the PEWEE attack. In general, recent sensor-

support side-channel attack mechanisms can be categorized into two groups. Most previous 

work utilizes sensors in targeted devices (e.g., smartphone and tablet computer) to guess 

passwords via device orientation changes [12]. While the other exploits wrist-worn sensors to 
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monitor user’s hand movement directly to infer the password [10], [13]. This paper belongs 

to the second class. There exist multiple concurrent studies that are the most relevant to this 

paper. Specifically, Liu et al. [13] utilize a smartwatch to infer the input content on a numeric 

keypad and a QWERTY keyboard. This method detects keystrokes through acoustic signals 

collected from a microphone, and thus it is sensitive to the environmental noise. Wang et al. 
 
[14] design a system using smartwatch sensors to infer words a user types in. But their 

method is based on a linguistic model, which is inappropriate for nonsematic strings like 

passwords. Similarly, Maiti et al. [15] introduce a smartwatch-based keystroke inference 

attack applying a medium-scale neural network, yet it cannot infer nondictionary texts. 

Besides the physical keyboard, Maiti et al. [9] and Sarkisyan et al. [11] exploit smartwatch 

motion sensors to predict PINs on a smartphone’s virtual keypad. Both attacks extract 

features from accelerometer data and include training and testing phases. These five studies 

all need to collect training data before hacking. This requires an adversary to not only intrude 

into the victim’s wearable devices but also gather data with ground truths and hence reduces 

the applicability. In contrast to these pretraining-based attacks, Wang et al. [10] present an 

adaptive and context-free technique to reveal a private PIN sequence by employing a wrist- 
 
worn smart device. Although it removes the need of training, it still requires the prior 

knowledge about the layout, size, and orientation of a keypad, and it assumes that each 

sequence ends with the ―Enter‖ button pressed. The attack target is the keypad of ATM. 

Hence, it is feasible to satisfy these requirements. However, these assumptions do impose 

great limitations on private mobile devices. Moreover, all the aforementioned studies focus 

on the typing and clicking behavior instead of the sliding behavior. To overcome these 

limitations and shortcomings of existed work, we are supposed to find a more general and 

selfadaptive method. He et al. [16]–[18] have promoted the development of adaptive 

algorithms and made a great success in control systems. In this paper, we aim to create a 

selfadaptive inference attack against pattern passwords, which are conducted without prior 

knowledge of victims nor pretraining steps. This paper is complementary to the existing 

studiesAndroid has been a major target of malicious applications (malapps). How to detect 

and keep the malapps out of the app markets is an ongoing challenge. One of the central 

design points of Android security mechanism is permission control that restricts the access of 

apps to core facilities of devices. However, it imparts a significant responsibility to the app 

developers with regard to accurately specifying the requested permissions and to the users 

with regard to fully understanding the risk of granting certain combinations of permissions. 

Android permissions requested by an app depict the app’s behavioral patterns. In order to 
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help understanding Android permissions, in this paper, we explore the permission-induced 

risk in Android apps on three levels in a systematic manner. First, we thoroughly analyze the 

risk of an individual permission and the risk of a group of collaborative permissions. We 

employ three feature ranking methods, namely, mutual information, correlation coefficient, 

and T-test to rank Android individual permissions with respect to their risk. We then use 

sequential forward selection as well as principal component analysis to identify risky 

permission subsets. Second, we evaluate the usefulness of risky permissions for malapp 

detection with support vector machine, decision trees, as well as random forest. Third, we in 

depth analyze the detection results and discuss the feasibility as well as the limitations of 

malapp detection based on permission requests. We evaluate our methods on a very large 

official app set consisting of 310 926 benign apps and 4868 real-world malapps and on a 

third-party app sets. The empirical results show that our malapp detectors built on risky 

permissions give satisfied performance (a detection rate as 94.62% with a false positive rate 

as 0.6%), catch the malapps’ essential patterns on violating permission access regulations, 

and are universally applicable to unknown malapps (detection rate as 74.03%) 

SMARTPHONES and mobile devices have become explosively popular for personal or 

business use in recent years. As reported by Digitimes research [1], global smartphone 

shipments are expected to reach around 1.24 billion in 2014. This number has increased 30% 

over the last year. Meantime, smartphone platforms have seen a massive surge in malwares. 

With Android accounting for 81 percent of all smartphone shipments globally in the third 

quarter of 2013 [2], it has unsurprisingly become the major target for mobile malware. The 

volume of Android malware families and samples has been growing explosively. Symantec 
 

[3] indicated that the number of known malware samples increased almost four times 

between June 2012 and June 2013 and was up to about 273,000. As the official application 

(or app) market, Google’s Play store provides a platform of delivering apps for Android 

smartphones and mobile devices. There are many third-party app markets providing similar 

platforms. App developers publish their apps on the Google’s play or on the third-party app 

markets, where end users download and install their interested apps on their Android 

smartphones. Obviously, how to detect and keep the large number of malware out of the 

application (or app) markets is an emerging, crucial, but challenging issue. Previous work on 

the detection of malapps mainly focused on permissions [4]–[6], static [7]–[13] and dynamic 

analysis [14]–[17]. Permission control is one of the major Android security mechanisms. 

Android permissions provide fine-grained security features by enforcing restrictions on the 

specific operations that a particular process can perform [18]. However, it imparts a 
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significant responsibility to the app developers with regard to declaring the least-privileged 

set of permissions needed by designed apps, and to the app users with regard to fully 

understanding the risk of granting certain combinations of permissions. Android provides 

developers documentation, but its permission information is limited. On the one hand, the 

lack of reliable permission information may let developers request unnecessary permissions, 

resulting in overprivileged applications [19] that users may cancel the installation. In 

addition, the unnecessarily risky permissions may be leaked to other malapps [20], leading to 

the permission re-delegation attacks [21]. On the other hand, the lack of risk information of 

permissions confuses the users with regard to determining whether to install the app or not. 

Current Android permission warnings do not help most users make correct security decisions 
 
[22]. It is feasible to identify malapps through analyzing the permission usage patterns, as 

intuitively an app’s behavior is characterized by the permissions it requests. We thus see that 

exploring the permission-induced risk is beneficial to three parties, the Android app developers, 

the users, as well as the malapp detectors. Curiosities are aroused on understanding the following 

questions: (1) what is the ranking of the permissions with respect to (w.r.t.) the risk to the 

Android system; (2) what is the subset of permissions that collaboratively cause security issues in 

malapps; (3) to what degree the Android malapps can be detected based on the permissions they 

requests; and (4) whether there exist fine-grained permission rules that can be used to identify 

unknown malapps (zero-day malapps), like the 9 detection rules with permissions called Kirin 

[23]. We are motivated to answer the above questions about the permission system of Android, in 

the vision of risk evaluation of Android permissions based on systematically quantitative analysis 

of Android apps on a very large scale (we consider 310,926 free apps from Google’s play and 

4,868 real-world malapps). To fulfill the goal of exploration, our study is performed on the 

following three levels. First, we systematically analyze the risk of each individual permission and 

the risk of a group of collaborative permissions by employing machine learning techniques, such 

as feature ranking with mutual information, Correlation Coefficient (CorrCoef) and T-test, subset 

selection and transformation with Sequential Forward Selection (SFS) as well as Principal 

Component Analysis (PCA). Second, we evaluate the usefulness of risky permissions for malapp 

detection using classification algorithms, suck as Support Vector Machine (SVM), decision tree 

as well as Random Forest. Last but not least, we discuss and analyze in depth the feasibility as 

well as the limitations of malapp detection based on permissions requests. The main contributions 

of this work are summarized level by level as follows: • We systematically rank the permissions 

w.r.t. their risk to the Android system. Individual Android permissions 
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are ranked regarding their risk-relevance measured by mutual information, CorrCoef and T-

test. We also identify the subset of risky permissions that collaboratively cause security issues 

with SFS and PCA. This helps to monitor the misuse of risky permissions in practice, not 

only for the app users, but also for the app developers. • We evaluate the feasibility of using 

permission requests for malapp detection with different subsets of risky permissions and 

classification algorithms like SVM, decision tree and random forest. We report top-40 risky 

permissions that can achieve a malapp detection rate as 94.62% with a false positive rate as 

0.6%. We also construct a set of detection rules that catch the malapps’ essential aspects on 

violating permission access regulations. They are able to detect unknown malapps with a 

detection rate of 74.03%. • Based the empirical results on a very large scale, we 

comprehensively discuss and analyze the effectiveness as well as the limitations of malapp 

detection based on permission requests. The analysis provides a perspective regarding the use 

of permission requests for the analysis of Android applications. • Our analysis is based on a 

very large data set that consists of 310,926 benign apps and 4,868 malapps for the evaluation. 

We publish the permission vectors extracted from the data set on our website as a potential 

benchmark data for the research community. 

 

3. DISCUSSION 

 

Recently, wireless networking for emerging cyber-physical systems, in particular the smart 

grid, has been drawing increasing attention in that it has broad applications for time-critical 

message delivery among electronic devices on physical infrastructures. However, the shared 

nature of wireless channels unavoidably exposes the messages in transit to jamming attacks, 

which broadcast radio interference to affect the network availability of electronic equipments. 

An important, yet open research question is how to model and detect jamming attacks in such 

wireless networks, where communication traffic is more time-critical than that in 

conventional data-service networks, such as cellular and WiFi networks. In this paper, we 

aim at modeling and detecting jamming attacks against time-critical wireless networks with 

applications to the smart grid. In contrast to communication networks where packets-oriented 

metrics, such as packet loss and throughput are used to measure the network performance, we 

introduce a new metric, message invalidation ratio, to quantify the performance of time-

critical applications. Our modeling approach is inspired by the similarity between the 

behavior of a jammer who attempts to disrupt the delivery of a time-critical message and the 

behavior of a gambler who intends to win a gambling game. Therefore, by gambling-based 

modeling and real-time experiments, we find that there exists a phase transition phenomenon 
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for successful time-critical message delivery under a variety of jamming attacks. That is, as 

the probability that a packet is jammed increases from 0 to 1, the message invalidation ratio 

first increases slightly, then increases dramatically to 1. Based on analytical and experimental 

results, we design the Jamming Attack Detection based on Estimation (JADE) scheme to 

achieve robust jamming detection, and implement JADE in a wireless network for power 

substations in the smart grid T HE advancement of today’s wireless technologies (e.g., 3G/4G 

and WiFi) has already brought significant change and benefit to people’s life, such as 

ubiquitous wireless Internet access, mobile messaging and gaming. On the other hand, it also 

enables a new line of applications for emerging cyber-physical systems, in particular for the 

smart grid [1], where wireless networks have been proposed for efficient message delivery in 

electric power infrastructures to facilitate a variety of intelligent mechanisms, such as 

dynamic energy management, relay protection and demand response [2]–[5]. Differing 

evidently from conventional communication networks, where throughput is one of the most 

important performance metrics to indicate how much data can be delivered during a time 

period, wireless networking for cyber-physical systems aims at offering reliable and timely 

message delivery between physical devices. In such systems, a large amount of 

communication traffic is timecritical (e.g., messages in power substations have latency 

constraints ranging from 3 ms to 500 ms [6]). The delivery of such messages is expected to be 

followed by a sequence of actions on physical infrastructures. Over-due message delivery 

may lead to instability of system operations, and even cascading failures. For instance, in the 

smart grid, a binary result of fault detection on a power feeder can trigger subsequent 

operations of circuit breakers [7]. If the message containing such a result is missed, or does 

not arrive on time, the actions on circuit breakers will be delayed, which can cause fault 

propagation along physical infrastructures and potential damages to power equipments. As a 

result, it is of crucial importance to guarantee network availability in terms of message delay 

performance instead of data throughput performance in such time-critical applications, which 

is also considered as one of the most challenging issues in cyber-physical systems. However, 

on the other hand, the shared nature of wireless channels inevitably surrenders information 

delivery over wireless networks to jamming attacks [8]–[10], which may severely degrade the 

performance and reliability of these applications by broadcasting radio interference over the 

shared wireless channel. Although there have been significant advances towards jamming 

characterization [8]–[10] and countermeasures [11]–[18] for conventional networks, little 

attention has been focused on jamming against message delivery in time-critical wireless 

applications. In particular, conventional performance metrics cannot be readily adapted to 
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measure the jamming impact against time-critical messages. In conventional wireless 

networks, the impact of jamming attacks is evaluated at the packet level such as packet 

send/delivery ratio [8] and the number of jammed packets [11] (because existing data services 

are based on packet-switched networks), or at the network level such as saturated network 

throughput [10]. However, packet-level and network-level metrics do not directly reflect the 

latency constraints of message exchange in time-critical applications. For example, 100% 

packet delivery ratio does not necessarily mean that all messages can be delivered on time to 

ensure reliable operations in a cyber-physical system. In addition, lack of the knowledge on 

how jamming attacks affect such time-critical messaging leads to a gray area in jamming 

detector design; that is, it is not feasible to design an effective detector to accurately identify 

attacks with significant impacts on time-critical message delivery. Therefore, towards 

emerging wireless applications in cyberphysical systems, an open and timely research 

question is how to model, analyze, and detect jamming attacks against time-critical message 

delivery? In this paper, we study the problem of modeling and detecting jamming attacks in 

time-critical wireless applications. Specifically, we consider two general classes of jamming 

attacks widely adopted in the literature: reactive jamming and non-reactive jamming [8]. The 

former refers to those attacks [8], [13], [17], [18] that stay quiet when the wireless channel is 

idle, but start transmitting radio signals to undermine ongoing communication as soon as they 

sense activity on the channel. The latter, however, is not aware of any behavior of legitimate 

nodes and transmits radio jamming signals with its own strategy. There are two key 

observations that drive our modeling of reactive and non-reactive jammers. (i) In a time-

critical application, a message becomes invalid as long as the message delay D is greater than 

its delay threshold σ. Thus, we define a metric, message invalidation ratio, to quantify the 

impact of jamming attacks against the time-critical application. (ii) When a retransmission 

mechanism is adopted, to successfully disrupt the delivery of a time-critical message, the 

jammer needs to jam each transmission attempt of this message until the delay D is greater 

than σ. As a result, such behavior of the jammer is exactly the same as the behavior of a 

gambler who intends to win each play in a game to collect enough fortune to achieve his 

gambling goal of σ dollars. Motivated by the two observations, we develop a gambling-based 

model to derive the message invalidation ratio of the time-critical application under jamming 

attacks. We validate our analysis and further evaluate the impact of jamming attacks on an 

experimental power substation network by examining a set of use cases specified by the 

National Institute of Standards and Technology (NIST). Based on theoretical and 

experimental results, we design the jamming attack detection based on estimation (JADE) 
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system to achieve efficient and reliable jamming detection for the experimental substation 

network. Our contributions in this paper are three-fold. 1) We introduce a new metric, 

message invalidation ratio, to quantify the performance of time-critical applications. Through 

theoretical and experimental studies, the message invalidation ratios are measured for a 

number of time-critical smart grid applications under a variety of jamming attacks. 2) For 

reactive jamming, we find that there exists a phase transition phenomenon of message 

delivery performance: when jamming probability p (the probability that a physical 

transmission is jammed) increases, the message invalidation ratio first increases slightly (and 

is negligible in practice), then increases dramatically to 1. For non-reactive jamming, there 

exists a similar phenomenon: when the average jamming interval (the time interval between 

two non-reactive jamming pulses) increases, the message invalidation ratio first has the value 

of 1, then decreases dramatically to 0. 3) Motivated by the phase transition phenomenon 

showing that a jammer only leads to negligible performance degradation when its jamming 

probability p is smaller than the transition point p∗, the proposed JADE method first 

estimates the jamming probability pˆ and then compares pˆ with p∗ to detect jammers that can 

cause non-negligible impacts. JADE requires no online profiling/training step that is usually 

necessary in existing methods [8], [11], [19]. We show via experiments that JADE achieves 

comparable detection performance with the statistically optimal likelihood ratio (LLR) test. 

We further show that JADE is more robust than the LLR test in the presence of a time-

varying jammerAn innovative approach to enhancing the safety of mobile platforms has been 

defined: application-based behavioral model analysis, or ABCA. Traditional methods of 

bolstering smartphone security focus on either individual attacks or certain applications. 

There hasn't been any progress on a universal security strategy that doesn't rely on certain 

versions or application types. It is equally important to pay close attention to the 

dependability while upgrading and optimizing statistical parameters. An interesting effort to 

effectively handle these difficulties is the behavioral model for apps based on smartphones. It 

doesn't matter whether the model is out of date or if the smartphone's apps are. The adaptive 

capacity is provided by the live detection app-based assault. By using an efficient and less 

complicated technique, the detection model guarantees the permission, confidentiality, and 

integrity-based threat detection in applications. 

 

4. RESULTS 

 

HOME PAGE 



Pegem Journal of Education and Instruction, ISSN 2146-0655 

BEHAVIORAL MODEL FOR LIVE DETECTION OF APPS BASED ATTACK 

                                                                                                                                                                                             780 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

 

ADMIN LOGIN PAGE  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

ADMIN PAGE  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

By Passing Valid Credentials in admin login page we will enter in to an admin 

page USER REGISTRATION PAGE 
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Pass the Required Values in the fields for 

registration USER LOGIN PAGE 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

After Registration Process completed activate the user after that login with that credentials to 

enter in to user page 
 

UPLOAD DATA SET 
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Upload Data Set by The User 
 

VIEW DATA SET  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

After Uploading Data by The User Go to Admin Menu to view the uploaded data set 
 
 

 

DISPLAYING ATTACKS  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Admin is checking the attacks with AMBA Scheme 
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DISPLAYING GRAPH  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

FINDING ATTACK  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

By passing The Values We are Predicting Type of attack 
 
 

 

5. CONCLUSION Loss of confidentiality, improper access control permissions and 

authorizations, and connections to insecure sources are just a few of the many 
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vulnerabilities and risks that have grown in tandem with the proliferation of smartphone 

apps. This study proposes an approach to attack modeling and detection that is based on 

applications to tackle these difficulties. The attack modeling takes into account the 

installation of susceptible applications on smartphones by end users. To process the 

procedure, the potential installation has a concealed visibility activation mode. In order to 

identify a false application entry, the detection mechanism checks the ABMA scheme. 

Data utilization, battery life, and power consumption are used to estimate the application-

based analysis. Application intrusion detection is the subject of the comparison analysis. 

An initial response to an assault would be to sound an alert and then cut off all cellphone 

and internet connectivity. 
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